AnonumHas cetb «Hidden Lake»
KoBanenko ['enHaguii Anekcanzposuu (@number571)

Maii 25, 2026

Annoranus. Cetb Hidden Lake, siBrisisick 1o ipupo/ie cBoeii QB-ceTbto, TipeficTaBisieT
coboli Take psifi HOBbIX apXWUTEKTYPHBIX DellleHWi, paHee He TIPUMEHSIBILIHXCS B
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oOIIMX MPUHIUTIOB PabOTHI ceTH Ha Oa3e eé MaTeMaTHUeCKUX MOjiesiel CrIoCOOHO /1aTh
He TO/BbKO OLIEHKY KOPPEKTHOCTH (hYHKIIMOHMPOBAHHUSI BCEH CHUCTEMBI, HO U TaKXKe
BO3MOYKHBIN BEKTODP Pa3BUTHS OYAYIIIMX AHOHUMHBIX KOMMYHUKALIWH.
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1. BBegenue

AnonnmMHast cetb Hidden Lake (HL) - ato menentpamu3oBanHas F2F (friend-to-friend) [1]
aHOHMMHasI CeTh C TeOPeTUUeCKOM 0Ka3yeMOoCThio [2, ¢.49]. B oT/iMume 0T U3BeCTHLIX aHOHUMHBIX
ceteit, mogobus Tor, [2P, Mixminion, Crowds u T.1., cetb HL. crtocobHa MpOTHUBOCTOSITH aTakaM
riobanpHOro Habsmopatens. Ceru Hidden Lake ans aHoHMmm3auyu cBoero tpadyika He BayKHBI
TaKUe KpUTepuH Kak: 1) ypoBeHb CeTeBOM 1jeHTpa/u3al|iH, 2) KOJTMUYeCTBO Y3/10B, 3) pacrioyioKeHue
y3710B U 4) CBSA3b MEX/y y371aMH B CETH, UTO /leJlaeT TAKOBYIO CUCTeMY abCTpakTHOM [2, c.144].

2. QB-3agaua

3ajaua Ha 6asze ouepezmeir (QB - Queue Based) [2 c.149] mpeacraBisier coboit sipo
aHoHuMHOUM cetu Hidden Lake 3a cuér koToporo ¢opMmupyercs TeopeTUUeCKUd JAoKa3yemas
aHOHUMHOCTb. QB-ceTu mipeAcTaB/sitoT cob0i 0HY U3 Harbosiee MIPOCTHIX 3alau AHOHUMU3ALUU
B I/IaHe TIPOrPaMMHOM peanusauuu’, B CPaBHEHUH C JAPYTMMHU MPeACTaBUTEe/IAMU TeOPeTUUECKOM
nokasyemoctu B auije DC (Dining Cryptographers) [3, c.225] u EI (Entropy Increase) [2, c.165] -
ceTel.

ce1—'Qp

Qg = ([cg1l], cB2; ---» CBn)

Qa = ([ca1l, ca2, ---, CAn)
Qc = ([cc1l; ec2; - Ccn)

cc1—'Qc
Pucynok 1. QB-cets ¢ Tpems yuacTHuKamu A, B, C

Onpepenenue 1. [Tog 3a7aueli aHOHMMM3ALMK CJleflyeT TMOHMMaTh KpUOTOrpaduuecKuit
TIPOTOKOJI, 1]eJTbI0 KOTOPOTO SIBJISIETCS] COKPBITHE UCTHHHOMW CBSI3U MexXy (s € S,r € R) oro0 € O
B cucrteme X(S, R, O), 20e S — MHOXXeCTBO OTMpaBuUTesieid, R — MHOXeCTBO rojyuaresneii, O —
MHO>KeCTBO HabOsrofjaTesiei. B yacTHBIX ciyuasx, HabsogaTesnb 0 € O MoKeT ObITh Mpe/iCTaB/IeH
OJJHUM 13 aBOHEHTOB HeToCpe/ICTBeHHOI KOMMYHUKALWH, T.e. 0 = s, 0 = T.

dopmasbHbIM s136IKOM QB-ceTb MOKHO OMucaTh CUCTEMOM C/ie/lyIOLIero BUaa:
QB-net = X" (T = {t;}, K = {ki}, C = {(c € {E\(m), Ei(v)}) ~ “Qi})

2de N - KOJIMUeCTBO Y3JI0B B cUcTeMe, K - MHO>KeCTBO K/rouei 1mdpoBaHus, T - MHOXKECTBO
TepuozioB reHepaiyu, C - MHOXXeCTBO 3alirdpoBaHHBIX CO0bIeHnH, Q - ouepeib MU(PPOBAaHHBIX
COO0OILeHUH, i,j - NIeHTU(DUKATOPHI OT/IeNBHBIX y3/10B, E - dyHKIUs mrdpoBaHKs, m - OTKPBITOE
coobirieHue, v - 10)KHOe COOo0IIIeHue, I - K/TIoU IM(GPOBaHUS He HaXOSIUNACST BO MHOXKecCTBe K.

BbIH_IEYKHBHHHaH CHUCTeMa MOXXET OBbITh npeacTaB/eHa YeTbIPbMA COCTOAHUAMM:

! AnonnmHas cetb M-A 3anumaer 100 CTpPOK KoJa Ha s3bIKe TpOrpaMMupoBaHusi GO, UCIO/b3ys
VICKJTFOUMTENTbHO CTaHJapTHYI0 6nbmioreky. PerosuTopwmii: https://github.com/number571/micro-anon.
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1. Qi « (c = Eyj(m)), 20e k; € K, c € C. OtkpbIToe coobiieHre m MUPPyeTcs KIH0UYOM
nonyuaresns k; € K. PesynbraT mmdpoanus ¢ = Eyj(m) nomeiaercs B ouepespb Q;,

2. Qi « (c =E;(v), ecnu Q; =@, 20e r; &€ K, ¢ € C. JloxxHoe coobijenve v mudpyercs
krouom 6e3 nonyuatens r; & K. Pesynsrar mmdposanus ¢ = E,(v) nomeraetcs B ouepess Q;,

3.c<'Q; 20e tE€ T, c € C. B KaxKablii mepuoj, BpeMeHu t u3 ouepeau Q; Gepércs
mdposaHHoe coobuienve ¢ € {Ey(m), E(v)} 1 oTnpap/seTcsi BCeM yuaCTHUKaM CeTH,

4. m' = Dy!(c), 20e ¢ € C. Kaxaplii yUyaCTHUK TBITAeTCA paciuu(poBaTh NPUHATOE UM
1MppoBaHHOE COOOIIIEHKe ¢ CBOUM KTrouoM ki . Ec/ii mmibpTekcT He moaaaéTcs pacuimppoBaHKio
m'# m, TO 3TO 3HAUMT, UYTO TIOJy4yaTesieM sIBJSIETCS JMOO KTO-TO APYrou (MCIO/b30BaH KITHOU
k; € K), 60 HUKTO (Mcronb3oBan Kmou r; & K).

Jlemma 1 [JI1]. [Ina moboro snemenrta r € R, mpu mmdprekcre ¢ = E(v), CyljecTByeT
BCer/ia Takoe r!, KoTopoe NpuUBOAUT K paciur(pOBaHMUIO JIOKHOr0 coobuienus v = D, (c).

Joka3zaTenbcTBo JI1. MHOXeCTBO R oripejensieTcss pasHOCTbIO AByX MHOXecCTB U | K, nipu
U = KU R, npeacTaBsitoiumM cob0ii MHO>KeCTBO KiTtoueld ¢hyHKImU mmdpoBanus. s moboro
u € U BbINONHSETCST 0TOOpaXkeHe B MHOXecTBO mudpTekcToB: |J E, — C, IPH KOTOPOM TaKXkKe
Oy/leT CylecTBOBaTh Takoe U !, BBITO/HAIIee 06paTHOe 0TOOpaXkKeHHe B MHOXKECTBO OTKPBITBIX
tekcroB: |J D, ' — M, ncxops us toro, uro cucrema X(M, C, U, E, D) ssnsierca mmdpom [4, ¢.75].

AnonumHOCTh  QB-ceTeli  0Ga3upyeTcss Ha  CJAOXKHOCTU — OTPEJE/IeHUs]  COCTOSIHUS
mmdpoBaHHOTO COOOITIEHNsI ¢, a UMEHHO ueM OHO sBisercs: Ex(m) uiu E.(v). OuepémHocTh
coobieHni Q B CBOIO oUepeb TapaHTUPYET, UTO Bcerya OyZeT CyIecTBOBaTh TaKoe COODIIeHue
¢, KOTOpoe OyZieT CreHepUpOBaHO CUCTEMOM B TIepHO/] BpeMeHHU paBHbIH t, He3aBUCHUMO OT TIPHUPOAbI
camoro coobmieHusi. [Ipy OTCYTCTBUM UCTUHHBIX COOOLIeHUI ouepeaib Q MOXKHO pacCMaTpHBATh
KaK ouepe/[b UCK/TIOUUTETbHO JIOXKHBIX coobiriennii E(v). [Ipu nosiB/ieHUM UCTUHHOTO COOOIIeHUS
Ej(m), TakoBoe HauMHaeT 3aMeHsThb co00U nokHOoe E.(V) B omnpele/néHHbIN TepUOJi BPEMEHHU t.
BcnenctBue storo, QB-ceTh CTaHOBUTCSI reHepaTopoM IiiyMa C (PyHKLMel KpaTKOBPeMeHHOM
3aMeHbI C/Ty4aliHOTO TpadHKa Ha 1eHCTBUTe bHBIN, a Hepa3TMYUMOCTh IHM(PPOBAHHBIX COOOLeHN
JPYT OT ipyra CTaHOBUTCS KJ/IF0OUeBbIM ()aKTOPOM aHOHUMHOCTH.

Jlemma 2 [J12]. [Ipy Hanmvuuu B cuUCTeMe [IBYX K/todel 1M¢poBaHus K, r (MOpOXAaroLnx
COOTBETCTBEHHO HWCTHHHbIE M JIOKHbIe HIM(PTEKCTHI), OmNpejiesieHne UCTUHHOCTH BbIOPaHHOTO
mmdpTeKCTa ¢; U3 KoHeuHoro MHoXecTBa C = {cy, Cy, ..., Cp} CBOJIUTCSA K 3ajiaue Hepa3IMuMMOCTH
IU(PTEKCTOB MO OTKPBITHIM TEKCTaM M KJ/IH0UaM LIM(PPOBaHUSI.

Jloka3aTenbcTBo JI2. 3a/jaua ornpefesieHUs] KCTUHHOCTY LIM@pTeKCTa ¢; U3 MHoxKecTtBa C
CBOJIMTCS K yCTAHOBJIEHUIO ero NMPUHA//IEXXHOCTH K OJHOMY U3 IBYX cocTossHUM: Ei(m;) nmm E(v;).
B Ttakoit kKoHuenuuy, ¢yHKuys mudpoBaHus E fomkHa 06s1afaTth CBOMCTBOM Hepas3MuMMOCTH
IM(MPTEKCTOB: 1) 10 OTKPBITHIM TEKCTaM My, V;; 2) TI0 UCTIO/Ib3yeMbIM K/ItouaM Inudposanus? K, r.

2 N HEKOTOPbIX HpeACTaBHTEHEﬁ dCMMMETPHUYHBIX a/ITOPUTMOB H_[I/I('l)pOBaHI/IH OTCYTCTBYET rapaHTHA
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[TepBoe CBOWMCTBO rapaHTHPYeT, UTO JaXke ecju Habmogatento OyJyT W3BECTHBI TEKCThI WU
1a0/I0HBl  UCTWHHBIX / JIOXKHBIX COOOIIEHWH, TO CBSI3aTh WX C pe3yJbTaToM IM(POBaHUS
(umudprekcToM) OyJeT BBIUMCIUTETHHO HEOCYIIeCTBUMO. BTOpoe CBOWCTBO TapaHTHUPYET, UTO
JlaKe ecsii Hab/ozaTento OyayT M3BECTHBI MyO/MUHBIE K/IIOUW IIM(PPOBAHUS, TO CBSI3aTh UX C
pe3ysibTaTOM IKMpoBaHUs Oy/eT TakKe BBIUMCIUTENHLHO HeOCyIeCTBUMO. B wurtore, mpu
WCTI0/Tb30BaHUU Hafi&xHON GyHKIMM E u mapametpoB k € K, r € R, BepxHsisi rpaHMIIa TIOUCKa
HauMHaeT OTpeZesaThCs KOJMUeCTBOM UTeparuii noaHoro nepebopa pasabiM |K |J R| = |U| = |{uy,
Us, .., Uyt - Dulc), mpu K[\ R =@ COOTBETCTBEHHO, 3a CUéT IPUHAJJIEXXHOCTU BCEX
riepeOrpaeMbIX 3HaUeHUH U; K 0011[et mrdp-cucreme (JIlemma 1).

rv—R <t

true

Q¢

Pucynok 2. AnroputM 3anosnHeHus ouepenn B QB-3anaue, rae
R — renepaTop /10)kHbIX co0011ieHnH, K — reHepaTop UCTHHHBIX COOOILeHNH

I/ITOFO, dHOHHMMHOCTD QB-CETEﬁ ornpene/adeTcd He TOJIbKO pPA3pBIBOM CBA3U MEXAY
OTIIpaBUTEJIEM U T10/IydaTe/IeM OJId ri100a/ILHOrO Ha611}0,ane11;1, HO U TakK>Xe OTCYTCTBHEM CBA3U B
CaMOM Q)aKTe OTTIpaBJ/IEHUA W I10/Iy4Y€HUSA I/IH(l)OpMaL[I/II/I. NHbIMU CJ1I0BaMH, [OJid I1daCCHMBHBIX
Ha6HIOAaTEHEﬁ, BKJ/IFOUAIOIHWX B ce0s1 ¥ 17100a/ILHOTO Ha6fII-O,ZLaTEJ'IH, CTABUTCSI HETIOCUIEHOU 3a/iada
oripeae/jieHUs COCTOAHNA Cy6’b€KTa, d UMEHHO:

1. OtnpaBsnsieT 1M YU4aCTHUK i B IepUo/, paBHBIH t; UICTHHHOe coobiieHue Ey(m)?
2. TTonyyaer M yUaCTHUK i B repuozibl paBHbie T\{t;} kakoe-mi60 coobuienre Dy (c)?
3. be3pelicTByeT /iu yuacTHUK i — E,(V) B aHanu3upyeMoM repuo/je t;?

[Tpu Bcex TakuX CrieHapusiX, He Oy/Iyud OIHUM M3 y3/I0B YUaCTBYIOL[UX HEIOCPeCTBEHHO B
KOMMYHUKAllMd YW He TIPOSIB/ISIIOIIMM Kakoe-iMb0 B/IMSHWE Ha ouepesib Q; aHA/IU3UPyeMOro

HEepa3MIMUMUMOCTH IHUGPTEKCTOB 10 KitouaM mdpoBanust, HaripuMep — RSA. Tly6munbiii kimod B RSA
rpe/icTaBleH OByMsl 3HaueHussMd {e, N}, rge e — nybiuuHas SKCIIOHEHTa (Yallje BCEro SIBISIOIIAsiCS
KOHCTaHTO# 21°+1), N — Mo/iy/ib, TIpe/iCTaB/IeHHBII [TPOU3BEJEHIEM [BYX MPOCTHIX urces. [Ipe/rnoioxKM,
YTO CyIIIeCTBYeT ZiBa MyOMMuHbBIX Kitoda pub; = {e, N;} u pub, = {e, N»}. OuH U3 AByX MopyJieli Bcerza
Oyzet Oonbiie BTOpOro, T.e. N; > N, (B POTUBHOM C/ydae, K/JFOUM OAWHAKOBHI). B pe3ynbraTe, ecimu
Hab/roaTesieM OblT MosiyueH mudpTekct ¢ = m® mod N, U TIpU 3TOM, € > Ny, TO 3TO OyZieT 03HayaTh, UTO
ndpTeKCT ¢ OBUT CO3/]aH Ha OCHOBe MO/y/isi Ny, T.e. Ha OCHOBe MyO/IMYHOTrO K/TFoua pub;.
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yuacTHHKA i, T.e. He OyJyud y3/I0M TIPOSIBJISTIOIMM aKTHUBHOe Hab/rofileHue, 3a/jaua CUMTaeTCs
HEBBITIOJTHUMOM, eC/y airoputM mrdpoBanus E 1 K/I0uM K, r IBASIOTCS HaJ|EXXHBIMU.

Omnpepaenenue 2. 3ajaua aHOHMMM3ALMU CUUTAETCS TEOPETUUECKOMS, ec/in Ha/iMuue ro60oro
naccuBHOTro0 Habsozarens Vo € O B cucteme X(S, R, O), BK/It0oUast ri100a1bHOr0, HHKOMM 00pa3om

He B/IMsIeT Ha KAaUeCTBO CKPBITHS UCTUHHOM CBSI3U MeXay (s € S, r € R).

AnroputMm 1. @yHKI[MOHMPOBaHUe yyaCTHUKA B cucTeMe (QB-net Ha s3bIKe 11CeB0KO/A

BBO/I: ouepeob Q, nepuod t, pyukyuu E, D, karouu wugpposaHus k, r
BEIBO/]: noomHodcecmeo wugpmekcmos X € C
thread-1. (* I'eHepayus ucCMUHHbIX WuUppmexkcmos *)
while (true) {
ki —« INPUT_STREAM (* Bgod kmoua noayuamens *)
m — INPUT_STREAM (* Beod omkpbimoz2o mekcma *)
Q - (c = Ey(m)
}
thread-2. (* I'eHepayus A0X#CHbIX WUgdpmMeKcmos *)
while (true) {
v « RANDOM_STREAM (* IlonyueHue noxcHoz2o mekcma om KCI'TICY *)
c=E\(v)
while (Q # Q) {} (* OxcudaHue nycmoti ouepedu *)
Q<c
}
thread-3. (* OmnpagneHue wugppmekcmos 8 cemnb *)
while (true) {
sleep(t) (* OxcudaHue nepuooa *)
c— Q,e0eceX
QB-net — c (* 3anuch wugpmexkcma 8 cemb *)
}
thread-4. (* IlpuHsimue wugpmekcmos u3 cemu *)
while (true) {
¢ « QB-net, 20e c € C\X (* UmeHue wiugppmekcma uz cemu *)
if valid(m = D,’!(c)) { (* [Iposepka koppekmHocmu pacuu@posaus *)
OUTPUT_STREAM — m (* Bbi800 nosyueHHO20 OMKpbImo20 mekcma *)

B QB-ceTsx eCTb TakXke psifi MHTEPECHBIX U HE COBCEM OUEBUIHBIX MOMEHTOB. Tak Haripumep,
nepyo/| t; KaKAOTro OT/eNbHOTO y4YaCTHUKA i He 00s3aTe/IbHO [O0/DKEeH WMeThb KOHCTaHTHOe

3 OiHYM 13 BO3MOKHBIX CITOCOOOB I0CTHKEHHS TEOPETUYECKOM JI0Ka3yeMOCTH CTaHOBUTCS CBE/IeHHe
3a[]aul CKPBITUSA CBA3M (S € S, r € R) K 3a7laue COKPBITHS UCTOUHWKA 3TOM CBsi3u s € S. Ha 6a3e gaHHOrO
nogxoza gopmupytorcs DC, EI, QB cetu.



3HaueHue. [Teproj MoKeT U3MeHSIThCS TI0 BpeMeHU WK BOBCe UMeThb CyJaiiHoe 3HaueHUe. Takoe
TOBe/leHre HUKAK He OTpPa3WTCsd Ha KauecTBé aHOHMUMHOCTU Y3J/I0B /10 TeX Top, TMokKa Oymer
CYIIIeCTBOBAaTb caM (DaKT OT/IO)KEHHOCTH IM(PTEKCTOB € B JiuIle ouepesin coobmieHuit Q. Ecmm
coo01rieHre MOXKHO Oy/leT OTIpaB/siTh B 00X0J, 0UepéAHOCTH, TOT/Ia CUCTEMA TepecTaHeT ObITb
TeOpPeTUUeCKH JJ0Ka3yeMoH.

TakuMm obpa3zom, B otimure ot DC-ceTel, rae niepuog, T TipeficTaB/eH TOJIBKO OJHUM OOIINM
3Hauenuem T = {t}, QB-ceTu penal0T MepuoJ; He TOJBKO CYObEKTMBHO (MHAMBHUAYATbHO)
HacTpauBaeMbiM T = {t;, t5, ..., t,}, HO Takke W He 00s3aTeJIbHO CTaTUYHBIM /ST KaXKI0TO
reHepupyemoro coobmienus t € [I;k], 20e | <k. Takoe cBoiicTBo mo3BosisieT QB-ceTsiMm He
KOOIEpPUPOBaTh C OTAEJbHBIMH y371aMd 3a TEpUO/l, a TakKe 0osiee KaueCTBEHHO CKPhIBAaTh
3aKOHOMEPHOCTh MPUHA/IJIEXXHOCTH M0Th30BaTe il K aHOHUMU3UPYIOIEeMY Tpa(uKy.

Teopema 1 [T1]. TeopeTruecku fokazyemass aHOHUMHOCTb QB-net cICTeMbI OCHOBBLIBAETCSI
Ha CUCTeMaTUYHOCTU MOpPOXKAeHus MHoxecTBa mmdprekcros C = C"'|J C* = {c;, ¢, ..., ¢,} ¥ Ha
Hepa3IUYUMOCTH ero IOJAMHOXKECTB OTHOCUTE/IEHO UCTUHHBIX CX 1 10KHBIX C" IM(pPTEKCTOB.

HoxkazarensctBo T1. [Tycts C" = {c/, ¢, ..., Cy } €CTb MHOXECTBO JIOXKHBIX IIU(PPTEKCTOB,
a Ck={c/ ct .. ¢} HanpoTHB ecTb MHOXeCTBO WMCTHHHBIX IMIM(PTEKCTOB mpu m, n = 0
COOTBETCTBEHHO, TOTAAa TIpU UX O0BeJUHEHWH CO3[aéTCs MHOXKEeCTBO BCeX ILIM(PTEKCTOB:
cUc={c/, ¢, ..., e, ci, & ..., ¢} ={c1, ¢z .., Cpsn} =C. IlycTs mop 3ajaueit
AeaHoHUMU3aLmu P4 OyzeT fanee MOHUMaThCS OHO3HAYHOE HaXOK/eHue (pakTa CylleCTBOBaHUs
WIA OTCYTCTBUSI MCTHHHOTO coobmieHuss (n > 0?) B MHOXecTBe ImdprekcToB C. 3azaua
JleaHOHMMM3al[iY, B CBOIO Ouepe/ib, ONMpAeTCsl Ha JBe Jpyruve 3aJayu: HepaslMuuMOCTH Py u
cucTeMatuuHocTy P). I1pu perieHuu ojHOM U3 ABYX Moj3azay, 3aflaya JeaHOHUMu3aluu Oyjer
CUMTATBHCS TAKKe BBIMOTHUMOM, UTO MOYKHO BbIPa3UTh JU3bIOHKTUBHOM hopMoid: Py = Py V Pg.

3aziaua Hepa3IMUMMOCTH P ;) MokeT ObITh OIpefiesieHa AByMsl BOSMOXKHBIMU CUTyaLUsIMU: 1)
mbo crocoboM HaxoXKIeHWUs WCTHHHOro mmdprekcra c; = Em;) € CX; 2) mbo, HanpoTus,
Croco60oM JI0Ka3aTe/IbCTBAa OTCYTCTBUSI UCTUHHBIX IIMGPTeKCToB ¢; & C* = . 3ajaua cTaHOBUTCS
TPUBMA/ILHOM NIPH OTCYTCTBMU LM(pPTEKCTOB B 001ieM, T.K. C = J - C' = . Ecam xe C # J,
TOT/Ia 3aflaua CBOJAWTCS K TpoOsieMe COOTHOIIeHUsI IUPPTEeKCTOB ¢; € C K UX MepBOHaYaIbHbIM
noaMHoXecTBaMm: C™ uam CX | uTo, Kak GbIIO MOKA3aHO paHee, SIB/SeTCs BEIUMC/IUTEIBHO CI0KHOM
3azauet (J/lemma 2).

3ajjaua cUCTeMaTUUHOCTH P() MOXKeT ObITh OIpefie/ieHa HAXOXKAeHWEeM JJONO/THUTeNbHbIX
CBsi3ell B MexaHu3Me reHepauuu wmndprekctoB C = {cy, Cy, ..., Cp}. EC/IM B3Tb UaCTHBIN C/lyYait
C=(, To 3aflaua CTAaHOBUTCS HEBBITOJIHUMOM, T.K. CBSI3HOCTh MIM(PTEKCTOB Oy[eT amnpuopu
orcytcTBoBath. [anee, mycte |C| =1, T.e. C ={c}, Torga, 3amaua CUCTeMaTUUHOCTU OyJeT
CBOJIUTHCSI K BOIIPOCY: «BC/IE/ICTBUE KAaKOTO COOBITHSI X ObLI TosiydeH mmdpTrekcT c¢?». Ecmm
coOBITHE X He UMeeT CBsi3el C KaKUM-JTUOO OTKPBITBIM TEKCTOM m (TI0/yueHHBIM, T0/TyuyaeMbIM,
OTIPaB/IeHHbIM WIH OTIPaB/sieMbIM), T.e. IMUPPTEKCT ¢ He ObIT CO3/jaH BCJ/IeACTBHE TIOSIBJIEHUS M
KakK COOBITHS, TOT/Ia X CJIelyeT pacCMaTpUBATh KakK He3dasucumoe coObiTHe. EC/H Tpe/nonoKuTh,
YTO CYIIECTBYeT HeKUi a/irOPUTM A, reHepUpYOIIUi IU(PPTEKCTHI C; TTOCPeACTBOM He3aBUCHUMOTO
CoOBITHSA X, T.€. C; — A(x), The ¢; € C, utipu 3ToM C = C', TOT/Ia B MeXaHH3Me TeHepaliuu alipuopu
OyAyT OTCYTCTBOBaTh JOTIOJHUTE/IbHbIE CBS3M KPOMe OCHOBHOM CBfI3U B JMLe COOBITHS X, T.K.
Ck=0 - ¢; & C*. Tenepb, ecnu mnpeanonoxutb obpatHoe: C =C'|JCK rae C#@, To0
coxpaHeHUe eJUHOM CBSI3U reHepaliyy, B JIMiie He3aBUCUMOTO COOBITHS X, CTAHOBUTCSI BO3MOXXHBIM



TOT/Ia ¥ TOJILKO TOT/a, Korja mupTekcThl ¢; € C* GyayT co31aBaThCsl BMECTE U BC/IeJCTBHE TOTO
)Ke anroputMma A, yTo M LIMQPTEKCThl MoAMHOXKecTBa C', MOCPeCTBOM HCIIOHEHUs! YCIOBUS:
(c = Ex(m)) if (m # null) else (c = E(v)) — A(x). B pe3ynbtare 3TOro, UCTUHHast CBsi3b (m # null)
VHKAaTICy/IMPYeTCs B He3aBUCUMOM CBSI3U X, U He TIPOSIB/ISIET, TeM CaMbIM, CBOIO MIPUPO/TY reHeparjii.

CnepgcrBue T1:1. KoHeuHoe MHOXecCTBO MmM@pTekcToB C MOXXHO paccMaTpUBaTh Kak
pe3y/ibTaT MO3TanHoW reHepauuu noaMHoxects C; = {c;}, C, = {cy, ¢3}, ..., C, = {cy, Coy ..., Cp} W
KaK 3aBepIlleHHe CeTeBOW KOMMYHHKAIMU B 11eJIoM. TakuM 06pa3oM, MpH BBITIOJHEHUH YCIOBUH
Hepas3/IMYUMOCTHU U CUCTeMaTUYHOCTHU MHOKeCTBOM C = C,, nogMHoxecTBa C; & C,, IpOJ0/KaroT
B PaBHOU CTeleHu Hac/e/l0BaTh UX BBITIOJIHEHHUE.

CneactBue T1:2. [TycTh t ecTb epuo/| reHepaLy NOPOXKAaeMbIX MOAMHOKeCTB C;. B TakoM
Cjlydae, t eCTh TaKKe BBOJHOE YCJIOBHEe W He3aBHUCHMOe COOBITHe /il alrOpuTMa reHeparjuu
mrpPTEKCTOB: C; — A(t). Pa3 mepuog t 6asupyercss Ha anropuTMe A W TIPU 3TOM TOPOXK/eHHe
U(PTEKCTOB He CBSI3aHO C OTKPBITBIMU TE€KCTaMM, TOTJja €ro BapbUpyeMasi XapaKTepUCTHKa B
mine cratuuHoctd (t = T) wim auHamuuHoctd (t € [I;k]) He criocoOHa BO3[eHCTBOBaTH Ha
KauecTBO aHOHUMHOCTH.

CnepcrBue T1:3. He3aBucumbie COOBITHS X1, X2, ..., X, IPUBsI3aHHbIE K YYaCTHUKaM 1, 2, ...,
n, HeoOsI3aTeTbHO 0JDKHBI ObITH TIPe/ICTaB/eHbl OOIMM KOHCTAHTHBIM / CTATUYHBIM 3HAUEHUEM =
X, T.K. JaHHbIe COOBITHS TTPUHAZJIEXAT B PABHOM CTeTieHH 00IT|eMy KlacCy He3aBUCHUMBIX COObITUM
X. B pesy/braTe 3TOro, [ONyCKaeTcs CyllleCTBOBaHWEe HepaBeHCTBA X; # Xj, MPU JMOObIX i, j
3HAUeHUSIX.

IIpumep T1:1. B QB-3amaue nog anroputMoM A nioHumaetcs: Q — CTpYKTypa «ouepeib», a
IO/l He3aBUCUMBIM COOBbITHEM X HauboJsiee 4aCcTo TIOHUMAeTCs TTapaMeTp X=t — IIeproJ, reHepaLjiH.
XOThb t U SIBSIeTCS IPOCTBIM YC/I0BUEM (POPMHUPOBaHUSI He3aBUCUMOCTH, OHO BCE JKe He SIB/ISIeTCS
eUHCTBEHHbIM. Tak HampuMep, II0J, HE3aBHUCHMBIM COOBITHEM X=Nn MOXeT ITOHUMAaTbCs
dopmrpoBanue muppTeKcTa ¢ — A(n) Ha OCHOBE N-020 KOJIMYECTBA MPUHATBHIX MIN(PTEKCTOB
CUCTEMOM OT JIPYTMX YYaCTHHUKOB. OTCYyTCTBHe 3aBUCUMOCTH OT OTKPBITBIX TEKCTOB 3aKOHOMEPHO
MPUBOJUT K aHAa/JOTMYHOM TeOopeTUYeCcKOM [0Ka3yeMOCTM U yKa3blBaeT Ha BO3MOXXHOCTb
NIPUMEHEHHsT CUCTEMOU HECKOIbKUX Pa3/TUUHBIX COOBITUM.

IIpumep T1:2. OtnipaBnenue Bcex mndprekctoB C = {cy, Cy, ..., Cyn} CETH 3a OJIMH Pa3 TaKKe
SIBJIIETCS HE3aBUCUMBIM coObITHeM x=a: C — A(a), XoTb U CrielfuduuHbIM, T.K. 1) MCK/IIOUaeT
Kakylo Obl TO HU ObUI0O MHTEPAaKTUBHOCTh B JIMI]e 3allpOCOB W OTBETOB; 2) He pacriojiaraet
vHbopMalveli 0 Tpupojie reHepaluud camMoro MHokectBa C. [laHHBIM MpyUMep MHTepeceH C
TEeOPeTUUeCKON TOUKU 3peHHsi TeM, UYTO C HeKOTOPOW BepOSITHOCTbIO BCe IIM(PTEKCTHI BO
MHO)KecTBe C 00s13aTeNlbHO [IO/DKHBI OCTAaBaThCSl JIOXKHBIMM. B TIDOTMBHOM ciydae, OyayT
HapyIaThCs Cpa3y [JBa YC/IOBUS: 1) Hepa3MTMUMMOCTH, Tle W3BECTHbIM OyJeT CTaHOBUTHCS
HepaBeHCTBO CX # (J; 2) CCTeMaTUUYHOCTH, Ie cOObITHe d 6yeT 3aBUCHMO OT OTKPBITHIX TeKCTOB:
A(a) = A(m).

IIpumep T1:3. HebGosbliioe pa3idure ajropuTMa A IIpH TeHepariii UCTUHHBIX M JIOXKHBIX
MU(PPTEKCTOB MOXXeT HapyLIUTh CUCTEeMaTUYHOCTh TeHepaluu. I[lpeAmosiokuMm, 4TO 3ajaH



CTaTUYHbIN MIepro/ t, KaK yC/IOBHe ABYX aJiTOPUTMOB P, Q, 1 1ipu 3TOM caMa Mnpolieiypa reHeparuu
U(PTEKCTOB C; 3aHUMaeT TMPOAO/IKUTeNbHOe BpeMs r, Takoe uto 0 <r <t. [lanee, eciu
NIPeTION0XNUTb, YTO JIOKHbIe IIHU(GPTEKCThl TeHepUPYIOTCS Cpa3y Ha MOMEHTe OTIpaB/IeHUs
(ci = Ex(vi)) < P(t), Torga mwnpTeKCT ¢; OTIIPABUTCS CIIYCTsI BpeMsl paBHoOe t+r. B cBoro ouepefp,
€CJIM UCTHHHBIe COODIIeHUsI TeHepUPYIOTCs 0 MOMeHTa OTITPaBJieHu s, T.e. CHauasia MoMeLatoTCs
B ouepenb (¢; = Ex(m;)) — Q(t), a muIllb TIOTOM OTITPABJISIIOTCS, TO BPEMSI MX OTIIPaBIeHUs OyeT
3a[laHO KOHCTaHTOM t Ha CjefyoleM 3Tare reHepaiud. Takum o0Opa3om, W3-3a UCIOIb30BaHUs
pasHbIX ajAropuTMOB TreHepaluu, P u (Q COOTBETCTBEHHO, CHUCTEMaTWYHOCTb TeHepaluu
IM(PPTEKCTOB C; HApPyILIaeTcs 3a CYET CO3/laBaeMOM PasHULIbI I, XOTh TIPU 3TOM U HCIOJIb3YyeTCst
ob11iee, /711 IBYX aJTOPUTMOB, HE3aBUCUMOe COOBITHE t.

IIpumep T1:4. Paznuuue mexay aaropurmamu P(t) u Q(t) onpefensieTcs UIIb OTCYyTCTBUEM
WIM CyllecTBOBaHMeM ouvepesu cooOmieHuidl. TeopeTuuecku ofa anropuTMa OCHOBaHbl Ha
He3aBUCUMOM COOBITHUM t, HO TpaKTUYeCKW OHU OT/IMYAIOTCS TeM, uTo npu P(t) reHepauys
VCTUHHBIX LIM(PTEKCTOB OyzeT Oosee 3aTpyAHUTENbHOM, T.K. OHa NMPUBOAUT K PYUYHOMY MX
CO3/laHHIO HA KOHKPETHOM I1epHOo/ie BpeMeHH ( 10 IPUYKHe OTCYTCTBUS MeXaHW3Ma OT/IOKEeHHOCTU
coo0IjeHni /10 3a/JaHHOTO YCJIOBUSI. AJTOPUTM C odepefbto Q(t), HAMpOTHB, MO3BOJISET
reHepupOBaTh U COXPAHATh COODIIeHNs B TI000H MOMEHT BpeMeHHU, BHe 3aBUCUMOCTH OT 33JJdHHOTO
nepuoza t.

[Hanee, B QB-ceTsx npeznonaraeTcsi UCMOJAb30BaHWE aCUMMETPUYHOW KpuUnTorpapuu Io
YMOJIYaHHUIO, ¥ KaK C/IeJCTBHE KIouH k; # ki1 He cBs3anbI Mexay co6oii Hanpsamyro. Tem He MeHee
QB-ceTu Brio/iHe CIOCOOHBI PYKOBOZACTBOBATHCSI UCK/TIOUNTETFHO CUMMEeTPUYHOM KpUTTorpadueit
npu Kotopoit k; = k;l. B Takom ciyuae Kimoud OyayT NpeACTaB/IsTh He KaKJOrO OT/eILHOrO
y4acTHHMKA CHUCTEeMbI U3 N BO3MOJKHBIX, a HEMOCPEeJCTBEHHO CBSI3b MEX[y eé yyaCTHUKaMH U3
n(n - 1)/2 BO3MO>KHBIX pébep rpada (CUCTeMBI), UTO TPUBOAUT TAKKe K IMOSIBJIEHUIO OOIIUX K/TFOUel
BU/a k; = kj /11 HeKOTOPBIX I, j yuacTHUKOB. EC/iM B ccTeMe 3a/10)keH MeXaHU3M MapLIpyTHU3alyy,
TO 17151 pacidpoBaHus T0JyUYaTe/b J0/DKEH Oy/1eT NCO/Ib30BaTh Y>Ke He O/INH KOHKPETHBIN K/TIoU
k', a Bce emy usBecTHbIe Kimouu ky, ko, ..., k, ocpecTBOM MeToa ux repeGopa.

Vcronib30BaHre CUMMETPUYHON KPUTITOrPaUu MOXKeT TOBBICUTh KPUTITOCTOMKOCTb QB-net
CUCTEMBbl B YCJIOBUSIX TOATOTOBKM K TOCTKBAHTOBOW KpunTorpaduu WM B pe3y/bTaTe eé
HaCTYTUIeHUs], T.K. U3BECTHO, UYTO COBPeMeHHble CUMMeTPUYHbIe a/ITOPUTMBbI C OOJBIIION AJTUHOMN
Kroda (256 6uT u Oosee) SBASIOTCS KBaHTOBOYCTOWUMBBIMH [5, c.131], B TO BpeMsi Kak HOBBIe
pa3pabaTbiBaeMble aCHMMETPHUUYHBIE aTOPUTMbI, C KOHCEPBAaTUBHOM TOUKH 3PEHHs, MOTYT ObITh
CJIUIIIKOM HOBBI, UTOOBI CUMTAThCS 0e30TMacHBIMH, B TOM UHC/Ie JAaKe [Jig KIaCCUUYeCKUX
KOMITBIOTEPOB.

[ToMuMo BCcero 3Toro, UCTOIb30BaHHE CUMMETPUYHBIX aTOPUTMOB MOXKeT cZiesiaTh QB-net
CHCTEMY He TOJIbKO KBAaHTOBOYCTOMUMBOM, HO M aOCOMIOTHO KPUITOCTOHKOM, €C/i B KauecTBe
CUMMEeTPUYHOTO ajaroputMa OyJer ucrosnb3oBaThes mudp Bephnama [3, ¢.65]. B Takom ciayuae
HeoOxouMo OyJeT pacCuMTaTh MaKCMMa/IbHO BO3MOYKHOE KOJTMUeCTBO MCIO/Ib3yeMoW ramMMmal I
Ha HeoOXO[UMBIA TPOMEXYTOK BpeMeHU P (UKMC/I0 Tepuo/ioB TeHepalyu) TP HUMeroIeMCs
KosmyecTBe cobecefHUKOB N (BK/TFOUAsi JIOKHOTO TIOJTyUaTesis) U AjirHe coobienus L.

I'=Px(1+N) x L



TeMm He MeHee, TPUMeHEHHe WCK/IHOUWTENBHO CHMMETPUUHOW KpUMNTOrpaduu 3aTpy/AHsIeT
TaKKe MPYKJIaZHOe MCI0/Ib30BaHNe U IPUHOCUT JIOTIOJIHUTE/IbHBIN PSJ| U3ZleprKeK:

1. YcnoxusieTcs o01jasi ciCTeMa KOJIMUeCTBEHHOTO XPaHeHUsI U PaCIipOCTPaHeHuUsT KITFOUek:
2n B aCMIMMeTpUYHOW Kpunitorpadguu, n(n - 1)/2 B cummeTpruyHOW Kpunrtorpaduu [3, c.278],

2. PacumdpoBanue JaHHBIX OyJeT NPUBOAUTL K JIMHEMHOMY Iepe6opy BCeX W3BeCTHBIX
CUMMeTPUYHBIX K/TI0UeH k;, UTo TpY Ha/JMYU¥ aCMMMeTPUYHBIX K/II04el Tpe6oBasio UMb OfHOTO
kaoua k',

3. TIOHU3UTCS MOZieJib Yrpo3 C BO3MOXKHOCTEM aKTMBHOTO TIOCPeJHHMKA TOAMEHSITh
ny6/IMUHbIe K/TIOUH /10 BO3MOXXHOCTH MTACCMBHOT'O TIOCPeJHUKA MPOCMATPHUBaTh CEKPETHBIE K/THOUH
[3, c.80],

4. VIMUTOBCTaBKM, B OTJIMYMe OT LM(QPOBbIX TMOANMCEN aCMMMeTPUYHOIO paszesa
Kpurnrorpaguy, He TO3BOJISIIOT OJHO3HAUHBIM 00pa30M MOATBEP)KAATh aBTOPCTBO COOOLIeHHUI
[6, c.46].

2.1. ®opmanibHOE AO0Ka3aTe/1LCTBO

[na ornpeseneHuss KayecTBa aHOHUMHOCTA (QB-net cHUCTeMbl MOXKET MCIOIb30BaThCS
BEpPOATHOCTHAS OLleHKAa, SHTPONMUIHBIN MOKa3aTeab U KOppessiLMOHHbIM aHanu3. OCHOBHas Lieb
— JlOKa3aTh, UTO /il CTOPOHHero HabJrofiaTesisi, B TOM uuc/ie r7100aabHOoro, HeorpeieeHHOCTb
OTHOCHTE/IbHO MUCTOYHHWKA WU TIOJy4aTessi COOOIeHus SIBsieTCsl MaKCUMa/IbHOW U TIPUBOAUT K
COKPBITHUIO caMoro (hakTa KOMMYHHKaL1H.

Mogens yrpo3. IlycTb ceTh mpejcTaB/ieHa KaK MHOXECTBO Yy3710B: S = {Sj, Sy, ..., Sy}, 20e
|S| = N. I'nobanbHbIN HabMO[aTETE — MTPOTUBHUK, UMEIOIIUH BO3MOXKHOCTb TIPOCMAaTPUBATh BECh
ceTeBol Tpapuk. Bce y37abl CUMTAOTCS TMOTEHIMAJbHO CKOMIPOMETUPOBAaHHBIMH, KpOMe
otnpaBuTesisi Sender u nony4darens Recipient. Mojenb yrpo3 orpaHMUYMBaeTCsl UCKIHOUMTE/IBHO
CeTeBOM YaCThIO B3aMMO/IEMCTBUSI M He 3arparvBaeT 0e30MacHOCTh paboyero OKpYKeHHUsl TIpU
3arycke W/wiy (yHKLMOHUPOBaHUM y3J/1a.

BeposTHocTHas oneHka. B QB-net cucteMe KaXKAbli y3e/l TPaHC/IUPYET IMaKeTbl BCEM
cocezsimM. [IpeAmnosioxKum, uTo BCe TakKeTbl (PMKCUPOBAHHOM [/MHBI L 1 3ammdpoBaHbl cxemoil E,
obnagaromeit ceoiicteom IND-CPA/IND-CCA2*. Eciu y3en A otnpasisieT coobilenue, a ysen B
ero ToJiyuaet, To TJI00a/ibHbIA HabmoaTeb Oy1eT pacronaratb CIeAyIMMA JaHHBIMU:

- BeposiTHOCTb  OTIIpaBUTesISl: TIOCKOJBKY BCe Y3/bl TeHepUpYIOT TlakKeTbl C 3apaHee
onpeJieI€HHOU MepPUOAUUHOCTBI0 At (KOHCTAaHTHBIA LIyM), BEPOSITHOCTh TOTO, YTO KOHKPETHBIMN
y3eJ1 S; IB/ISIeTCSl OTIpaBuTeieM coodieHus M, coctaBnsiet: P(Sender =s;)) = 1/N,

- BeposiTHOCT MoOmyuartesisi: MOCKOMbKY TaKeT IIM(PYeTCs K/IHUOM [ojydarens U
paccbulaeTcsl BCeM, BHeIIHe HEeBO3MOXXHO ONpeJeNNTb, KTO UMEHHO CMOT ero paciiu@poBaTb.
BeposTHOCTb TOTO, UTO y3en s; SIBAgeTCS UCTMHHBIM MoJsly4aTeneM cooOljeHuss M, cocTaBiser:
P(Recipient =s;)) =1/N .

4 IND-CPA — Hepas/IMuMMOCTh [JIs aTak Ha OCHOBE M0I00PaHHOro OTKPHITOro Tekcra, IND-CCA2
— Hepa3IMYUMOCTh JIJIsT aIaNTUBHBIX aTak Ha OCHOBE T0/I00paHHOro MUGPTEKCTa.
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OHTPONMUHBIM I0Ka3aTesnb. Ecim pacripefiesieHne BepOATHOCTEM MeXJy ydaCTHUKaMU
PaBHOMEPHOE U OCTaéTCsl TAKOBBIM Ha MPOTSHKEHUU BCe KOMMYHMKALIUW, TO SHTPOIUSI CUMTAeTCs
MakcumanbHoi: H(X) = ZNi2 piloga(p;) = 10og>(N) = Hpax. TIpy MakCHMaIbHOM SHTPOIMY, CTETEeHb
aHOHUMHOCTU d cTtaHOBUTCA paBHOM enuHuue: H(X)/Hpq = 1, UTO y)Ke CBUJETEeNbCTBYET O
Ha/IMYUU TeopeTUYeCcKy JoKkazyeMoi aHOHUMHOCTH.

AHOHUMHOCTb CHCTEMbl CUMTAeTCSl COBEpLIEHHOM, eC/Id aroCTepuopHasi BepOSITHOCTb
BbISIB/IEHUSI OTTIPABUTENsSI S; OCTA€TCsl paBHOM amnpUOPHOW, TPU BCEM COBEPIIEHHOM aHaau3e
tpaduka T moObIM BHeltHUM HaOsogarenem: P(Sender =s; | T) = P(Sender =s;)) =1/N. B
cucteMe (QQB-net 3TO AocTuraercs 3a CUéT napameTpoB cucteMsl (L, E, ), U3-3a uero BeKTOp
tpaduka T = (Cy, C,, ..., C,), B 1F00O0M B3AThIi MOMEHT BPEMEHH t, IMEEeT SHTPOITHIO, He 3aBUCUMYHO
oT uHuLMaropa ces3u: H(Sender = s; | T) = H(Sender = s; | Ty, Vs;, s; € S, Vt € {1, 2, ..., x}.
TakuM 00pa3oM, KOJMUECTBO B3aUMHOUW MH(OPMAIUK MeXAy JH00bIM B3ATHIM OTIIpaBUTENEM U
HabJ/1r01aeMbIM TpaUKOM OCcTaéTcst paBHOM Hyo: I(Sender ; T) = H(Sender) — H(Sender | T) = 0,
YTO CBUJIETEHLCTBYET TaKXKe O COKPBITUU CaMoro ¢akTa OTIIpaB/IeHUs peasibHbIX CO00IeHr M.

KoppesnsitijuonHeiii aHaimm3. KauecTBo aHOHMMHOCTU TIPH OTIPaB/IeHUH COOOIIeHUH MOYKeT
M3MepsIThCSl KOBapHal[iell MeXXAy BXOZSILIMM U UCXOASIIMM TpaduKoM, Ha MpUMepe 3arpoca U
otBeTa. [TockonbKy QB-net cucTema UCIO/b3yeT ouepe/ib C epUOOM reHepaliud At, To QyHKIMS
nepezsiauu F Oyzet BoIT/siieTh Kak: F(Input,) » Output,.,, tae A = -t mod At, t - BpeMsi OTTIpaB/IeHUsI.
Tak kKak ucxofsaumii Tpaduk Output SIBASIETCS JUILIL U TOMBKO pe3yabTaToM ouepeand Q, U MOXKeT
ObITh TIOPOKAEH TMPH OTCYTCTBUM Input Kak TakoBoro, T.e. P(Output | Input) = P(Output), To
Koppesisiusi coObITHI cTaHOBUTCST paBHOM Hymo: Cov(Input, Output) = 0, UTO TOBOPUT O
HEBO3MO>XHOCTH TMPOBe/IeHHsI aTaK 110 BpeMeHHU.

2.2. HepocraTtku QB-cereit

K coxanennto QB-ceT HewjieaibHbI U TakKe 00/1a/1af0T, CBOMCTBEHHBIMU CBOEMY KJIaccy,
npobseMaMyd ¥ HeIOCTaTKaMH, Psifi M3 KOTOPBIX TPUBOAWUT K OTPAHUUEHMIO TPHUK/IAJHOTO
WCTI0/Tb30BaHUS], IPYTOM Psifi PUBOAUT K ITpobIeMaM JOCTYITHOCTH CETH:

1. JIuHeliHasi Harpy3Ka Ha ceTb. B QB-ceTsx Kak[plii OTIpaB/sieT coobliijeHre BCeM C TOU
JIMILIB 11eJ1bI0, UTOOBI HEBO3MOXXHO ObLIO Cy3UTh 00/1aCTb peasbHONM KOMMYHMKALIMK yUaCTHUKOB
cUcTeMbl. AJITOPUTMOM MapIIPYTH3al[iM CTAHOBUTCSI cJierasi (3a/IMBOUHAsi) MaplLpyTH3aLus
[7, c.398], BcneacTBue uero yBenuueHWe KOJMUYECTBA Y3/I0B CKa3biBaeTcs juHeriHO O(n) Ha
yBeJIMueHHe Harpy3Ku BCe CUCTEMBI,

2. TpuBsizaHHOCTb K ouepéaHocTU. Kaxabiii y3en B QB-ceTu Tak wiM MHaue 3aBsi3aH Ha
CcoOCTBEHHOM OUepPETHOCTH COOOITIeHHNI Q, T/le KaXK/IbIi Mepro/l BpeMeHH PaBHBIN t IITMGPOBAaHHOEe
coo0IrieHre OTTIPaB/ISeTCS B CeTb. JTO 3HAUWT, UTO TMOBBICUTH MPOMYCKHYI CMOCOOHOCTH y371a
BO3MOJKHO JIMIIb B TPEX CIIeHApUsX, KaKAbIM W3 KOTOPbIX Oy/leT MPUBOAUTb K YBETHMUEHHIO
Harpy3Ku Ha BCIO CeTh:

1. TloBbICUTH pa3Mep TepeJiaBaeMbIX OTKPBITBIX COOOILEHUM My, My, ..., My,
2. TTOBBICUTH KOTMYECTBO OTIIPAB/ISIEMBIX MIHUGPTEKCTOB 3a pa3 Cy, €, ..., Ch < ' Q,
3. TToHM3UTD TIepHOZ TeHepary COO0IeHNH t,

10



3. Csi3HOCTb abOHEHTOB KOMMYHHKaLMH. QB-ceTu He Tpe/inosaral0T aHOHUMHOCTU MeXTy
y3/1aMH HeTIOCPe/ICTBEHHO YYaCTBYIOIUX B 00mmeHny. CBsi3aHO 3TO B TIEPBYIO OUepesb C TeM, UTO
B (QB-ceTsix OTCYTCTBYeT Takoe IOHsATHE KakK nosumMop¢usM uHpopmaruu [2, c.62], To ecThb
COCTOsIHME MH(POPMaLIMU B CUCTeMe MPU KOTOPOM e€ BHEIIHWI BU/, TIOCTOSIHHO MeHsIeTCsl OT y3/1a
K Y37y, Kak il BHyTPeHHHX, TaK W /I BHEIIHWX HaOsozgareneil. Takoe CBOWMCTBO TO3BOJISIET
paspbiBaTh CBsI3b MeXK/y OTIIpaBUTe/eM U MojyuaTesieM IOCPeZACTBOM IepefiaBaeMoro o0beKTa,
T.e. caMoi UH(dOpMaLIH.

BC]IE,I[CTBI/IE BCex BBILHEHPI/IBEAéHHBIX HeJO0CTAaTKOB ob/1acThb MMPpUMEHEHWA QB—CETEﬁ
CTAaHOBUTCS Ooiee OFpaHHHEHHOﬁZ

1. V3-3a /iMHeWHOW Harpy3Ku Ha CeTh W MPUBSI3aHHOCTH K ouepénHocTu QB-ceTu mioxo
MaclTabupyroTcs M MOTryT paboTaTe /ML B Masjbix Tpymmax go N yuacTHHKOB. [lpenen
KOJIMUeCTBa yUaCTHUKOB OrPaHUUEeH MPOIYCKHOW CTIOCOOHOCTBIO CaMOM CeTH, @ TaK)Ke MOIITHOCTBIO
y3710B TIOCTOSIHHO LIM(PYIOIIMX U paclIM(pPOBBIBAIOLIMX UCXOAALMNA / BXOJAIMMN TpaguK.
BenepctBre 3TOro HefoCTaTKa peann3aniysi CTPUMUHIOBBIX CEPBUCOB U BUZEO / ayZiu0 3BOHKOB
CTaHOBWTCS TUOO OUEHb 3aTPYAHUTEILHOU 3a/jaueii, MO0 BOBCEe HEBBIMTOJHUMOM,

2. V13-3a cBA3HOCTH aDOHEHTOB KOMMYHUKAILUK OTPAHUYMBAETCS Psifi TIPUKJIA/IHBIX PelleHui
B KOTOPBIX Ba)XKHAa aHOHMMHOCTB Y3/I0B APYT K Apyry. BesencTBre 3T0r0, MOSIB/IsIeTCS Hanbosee
peneBaHTHasi Kommo3uiius QB-ceteii ¢ F2F-ceramu (friend-to-friend), rze ycrtaHoBieHue
KOMMYHULIMMPYIOIIEH CBSI3U MPOUCXOAUT ABYMsi aDOHEHTaMU CHUCTEMBI, a He OJHUM H3. DTO He
peraerT TpoOsieMy OTCYTCTBUS AHOHUMHOCTH MEXIY CBSI3bIBAa€MBIMM y371aMH, HO JaéT
JIOTIOJTHUTEIbHYIO 3allJUTy OT HeCOrJIaCOBAHHOI'O aBTOMAaTHUeCKOro CBsi3bIBaHUsI U Oojiee sIBHYIO
CBSI3b JIOBEPUTE/IbHBIX KOMMYHHKALWH, MpeJroaratoilyo UTo HU O/IMH U3 aboHeHTOB He Oyzer
MIBITaThCS ZleaHOHUMH3UPOBaTh JIPyroro.

Anroputm 2. ®unbrpauus coobireHuit B F2F-ceTsix Ha si3bIKe TCeBA0OKO/1a

BBO/]: mHoxcecmso Opys3eli F, omnpagumesnb S, pyHKyus-obpabomuuk h, coobweHue m
BEIBO/I: obpabomanHoe coobwjerue h(m) MJ/IN 3agepweHue anreopumma
if(s € F){

return (* 3asepweHue anzopumma *)

}

return h(m) (* Obpabomka coobwenus *)

2.3. AKTHBHBIE Ha0/TI0/IeHHus

V3 Bcero BBIIEONMMCAHHOTO paHee ObIIO /0Ka3aHO, uto QB-3ajjaua HEBOCIIPUHMMUYMBA K
JFOOBIM TIACCHBHBIM HAOJIIO[ieHUsIM. JTO TOBOPUT O TOM, YTO JaHHas TNpobjiemMa TIpUHAJIEXUAT
KJIacCy 3a/lay aHOHHMMHU3alliY C TeOpeTHUUecKol ZI0Ka3yeMOCThi0. B CBOIO ouepesib, TeopeTruyeckasi
JIOKa3yeMOCThb He SIBJIIeTCSI aOCOFOTHOM, T.K. CBOJUTCS JIMIIL K PEIIeHUt0 MPOo0JieM TTacCUBHBIX
HabJTroIeHnH, UTHOPUPYS 1 00X0/151 akTHBHBIE. Kak OyieT mokasaHo fanee, QB-3aaua He 00/1a/1aeT
abCOMIOTHOY AaHOHMMHOCTBIO, U MOXKET OBITh YsI3BUMa K KOHKPETHBIM aKTHBHBIM Ha0JTFO/IeHUSIM.

IIpeanonoxum, uto B QB-ceTu CylijecTByeT pOJ/ib peTpaHC/IATOpa, CKpbIBarolljas CeTeBble
azipeca abonenToB (IP-agpeca) Apyr OT Jpyra MocpeACTBOM TiepeHarpaBieHus Tpadyka, U Mpu
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5TOM CYIIeCTByeT KOOTepalysi OfHOro u3 aboHeHTOB C ryobanbHBIM HabmogareneM. B Takom
c/ydae, 3ajaua CBsisbiBaHus [P « k; CTaHOBUTCSI TPUBHA/ILHOM, T.K. aDOHEHTY Z0OCTaTOYHO OyzeT
TOJlyYUTh OZIHO MCTHHHOE coobienre m = Dy'(c) oT cobecenmnuka, a [anee TO TOTyYeHHOMY
mmgprercty ¢ = Ex(m) rnobanbHbiii HaO/MOAATEb CMOXKET OTIPe/Ie/IUTh MePBOe ero TOsIBIEHHE,
TeM CaMbIM /leaHOHUMM3UPOBAB OTIPaBUTeJIsS WU TI0JiyuaTesisi (ero ceTeBoe MeCTOIOJIOXKeHUe).
OTO rOBOPUT O CUIBHOW CBSI3HOCTU aODOHEHTOB KOMMYHHKALMH, U, KaK C/1efICTBHe, 00 OTCYTCTBUU
AHOHUMHOCTH ZIpYT K JIpYTy.

CuTyauyio MOXKHO YC/IOXKHHUTB [ijisi Habmofareneii mpy MoMoIIY A06aBieHus: KaHaIbHOTO
mrpoBaHUS MEXAY y3/71aMH, Kak 3To cfenaHo B Crowds [8]. B Takom ciiyuae rmobanbHbIi
Ha0JIro/iaTenb He CMOJKET SIBHO CBsI3aTh OTIIPaB/IeHHOE U M10/IydeHHOe coobI1ieHNe, TIOTOMY KakK OHO
OyzeT MoCTOSTHHO MEHSITb CBOM BH/] TIPU Tiepesiaue OT O/IHOTO y3/1a K APYTOMY:

Eis(m) - Ejp(m) - En(m) - m

Bo BcsikoM clyyae, Takoe CBOMCTBO IUIOXO MCHOJHSIET (YHKLMIO pa3rpaHUueHust y3/10B
MeXXay co00l K MaplIpyTHU3upyoliel nHpopmaiu m. Beiaeacreue 3toro, 3ajauei riobanbHOTO
HaO/mojaTeNisi CTAaHOBUTCS B)XXUBJIEHHE TOJKOHTPOJIBHBIX Y3/I0B B CHUCTEMY DSOM C KaXKIbIM
JpyruM y3soM. I1pu Takom clieHapyu HaOuirojaTesTb BHOBb CMOXKeT JIETKO pPelluTh 3ajauy IP o k;.

Omnpepaenenue 3. 3ajaua AHOHUMM3AIMK CUMTAETCSl abCOIOTHOR®, eC/ii Ha/Muue Jr60oro
akTuBHOTO Habmoatens Vo € O B cucreme X(S, R, O) HUKOUM 00pa30M He B/IUsSIET Ha KaueCTBO
CKPBITHSI UCTUHHOMU CBSI3U MeXAy (s € S, r € R).

Ipyrum criocoboM peliieHys TIpo0O/ieMbl  SIB/ISIeTCS MpHAaHHe HMHGOpPMAIMM CBOMCTBA
nosiumopdu3ma. [TonumopdusM B aHOHUMHBIX CETSIX yallle BCEro JOCTHUTaeTCss MHOXKeCTBEHHbBIM
mmmdpoBaHreM, Te TIpU Tepefade OT OJHOTO y37a K J[APYyromy IIOCTeIIeHHO CHUMAaKOTCS
Ha/I0’KeHHble cJiou IMdpoBaHusi, Kak Hanpumep B Tor [9], I2P [10], Mixminion [11]. Takoe
CBOMCTBO TI03BOJISIET Pa3rPaHUUMBATL CBsI3b aDOHEHTOB APYT K APYTY, TEM CAMbIM, aHOHUMHU3UPYS
UX:

E(Ei2(Ea(m))) - Ep(En(m)) - Eu(m) - m

Texunuecky, B QB-ceTb MOXXHO BHEJPWUTb MHOKECTBEHHOe IIU(pOBaHue, T.e. MPUAAThH
WHpOPMAaLIMK CBOMCTBO TMosMMOpdU3Ma, uToObI MMeThb BO3MOXKHOCTH Jajiee pas3rpaHUuMBaTh
aboHeHTOB KOMMYHUKALIUK APYT OT JIpyTa, U, KakK C/Ie/CTBUe, UCKIFOUNTh aTaky CBs3biBaHus. Ho,
B TaKOM CJlyuae:

1. YMeHbLIUTCSI CKOPOCTh Mepefaur MHGOpMaLuy, T.K. KaK/blii MaplIpyTU3UPYIOLIUM y3e/
Jo/DKeH Oy/1eT COXpaHAThb TIOJTyYeHHOe UM paHee COOOIIieHre B CBOIO OUepe/ib,

> Ha laHHBIi MOMEHT BpeMeHH To/ibko DC-3ajaua, B CBOEM K/IaCCUUeCKOM OIpe/ie/IeHHH, CriocoOHa
obecrieunTh abOCOMIOTHYIO [JOKa3yemMocTh. OTK/IIOUEHWE WM 3aMefijieHue OJHOTO0 W3 YYACTHUKOB, CO
CTOPOHBI BHEIIIHETO aKTUBHOTO HA0J/TF0/IaTe 1sl, TPUBEZIET BCIO CETh B COCTOSTHUE O/I0KUPOBKU. OTMpaB/ieHne
OOJILITIOTO KOJIMYeCTBA TTAKeTOB, Oy/IeT MPUBOIUTH I K (POPMHUPOBAHUIO KOJUTU3WH 1 K COMTYTCTBYIOIIAM
DoS/DDoS aTtakaM, HO He K BBISIBJIEHHIO UCTOUHHKA CO00IeHus. OTIpaB/ieHHe MHOXKECTBA 3aIllpOCOB CO
CTOPOHBI BHYTPEHHETO0 AaKTHBHOIO HaO/IOZiaTeNis K OJHOMY W3 YUYaCTHUKOB CHUCTEMBI, C JA/JbHEHUIIINM
aHa/IM30M MOJIyUYeHHbIX OTBETOB, aHA/IOTUYHO HU K YeMY He TIPUBOJUT.
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2. YC/IOXXHUTCS CUCTeMa aHOHMMU3AaLUM B 1[e/I0M, T.K. BMECTO OJHOMW 3a/lJauyM aHOHUMU3aL[u1
= QB Oy/eT UCTO/IB30BaThCS YKe KOMIO3uLus 3aziau = QB + Onion,

3. Komrmosunus 3agau = QB + Onion o6najjaer psijoM TOHKOCTed C 0Oosiee C/I0)KHBIMH
aKTUBHBIMM HabmofeHussMu [2, ¢.159], Ho BCé Takke eaHOHUMHU3UPYIOIIMMU aDOHEHTOB CETH.

Teopema 2 [T2]. [Ipu Hammunu B QB-net cucteMe akTMBHOT'O BHYTpPeHHero Habmoarens f;,
B posii cobeceZlHUKA y37/a i, 3a/jlaua aHOHUMU3ALMK BCerga OyZieT CBOJUTHCS K COKPBITHIO CBSI3U
MEXy ZaHHBIMUA aOOHEeHTaMH KOMMYHUKAI[|H.

Joka3aTenbcTBo T2. [Tpeanonoxum, uro QB-3aaua MoXkeT ObITh ompeziesieHa (akToOM
CKPbITUST KOMMYHMKAIIUM TP HaJlWYMKM aKTHMBHOTO BHYTpeHHero HabmogaTens fi, B po/H
cobeceiHYKa y3/1a i. B TakoM ciydyae, MbI TIPUXO/IUM K TIPOTUBOPEUMIO, TIOTOMY KaK aTaKYHOIIHUH f;,
TpYU  OTTIpaBIeHUU WM TI0JiyueHUM cooOilleHuit oT cobecefHuKa i, arnpuopu OyzeT 3HaTh
WH(OPMALIMIO 0 TOM, UYTO B KOHKPeTHbIe TIPOMEKYTKU BpEMEHH t;, b, ..., t,, IPUCYTCTBOBa 0OMeH
OTKPBITBIMU TEKCTaMH My, My, ..., M,, @ TTOTOMY ObUT HapyIieH caM (GaKT CKPBITHS KOMMYHUKAI[UH
cobecegavka i. B pe3ynbTare, 3ajjaua JeaHOHMMHW3Al[MM HAuWHAET CBOAMTHCS K TIOHUCKY
KOHKPETHOM CBsA31®, a He K Ha/IMuMio (pakTa CyIleCTBOBAHMs STOM CBSI3H.

[Hanee, ecyii TIpeJTIO/IOKUATL ClieHapuii aTaku Ha QB-ceTb TIpU KOTOPOM B KpYTy Apy3eit
F ={fi, fs ..., fn} yuacTHuKa i OyzeT CyllecTBOBaTb 3/0YMBIIIIEHHUK fj B POJM aKTUBHOIO
HabJ/ro/1aTesist CTIOCOOHOTO OTIIPABJIATH 3aIPOChHI U TMO/yYaTh OTBETHI OT i, TOT/la MOJe/ib aTaKu
OyzZeT CBOOUTBCA K aHa/lM3y COCTOsiHUSI odepend Q;. Ilpexrosiokum [fanee, UTO yYaCTHUK i
BBICTABM/I CTaTUYHBIM NepHro/, reHepaliy cooOlLieHuli paBHBIN t;. B Takom ciydae f; cMoxeTr B
orpefiesiéHHbIe UHTepBaslbl BpeMeHu {t', 2t';, ..., nt';}, 3aBUCUMble OT TIepUoZa BpeMeHU
t; = (kt';=kt;+x), 2de x € [0;t;), oTOpaBAATb 3aMpoC Ryy; YUaCTHUKY i C 1[eJIbI0 aHa/M3a BpPeMeHU
otBeTa. Ec/ii 0TBeT, mo/iyueHHbIH 1ocJie 3arnpoca Ry, Oy1eT reHepupoBaThCs B ivarna3oHe dt;, 20e
d > 1, To 310 GyZeT o3HauaTh (HaKT peasibHOM KOMMYHHWKAI[UH YYaCTHUKA i C KeM JIMb0 B CEeTH B
MHO)KecTBe TiepuozioB D = {(1+k)t;, (2+k)t, ..., (d-1+k)t;}, T.K. s oTBeTa morpeboBasncs Oosee
yeM o/ivH Tiepuo/. Ecim ke d = 1, Tor/la y4aCTHUK i HU C KeM He KOoorepupoBail B riepuof (1+k)t;.

TakuM 00pa3oM, BBIIIEONMCAHHAS aTakKa CHIKAeT KaueCcTBO aHOHMMHOCTH QB-ceTeit c
COKPBITUSI (haKTa AKTHUBHOCTH [0 COKPBITHSI KOMMYHUKALIMOHHOM CBSI3U MeXXAy abOHeHTaMHu.
VHpIMU  C/IOBaMM, TIPM TAaKOM aKTUBHOM HaOJIIO[IeHMM TeTiepb CTAaHOBUTCS BO3MOYKHBIM
oTipejie/IeHHe COCTOSIHUSL CyObeKTa B JIMIIe OTIIPABJIEHUs WM TIOTyYeHUs] UICTUHHBIX COOOIIeHUH,
HO JI0 CHX TOP OCTAIOTCS MO/, BOTIPOCOM CJIeAyIOIi[ieé MOMEHTHI:

1. C KakuMHU y3/1aMu 0011jasicsi IPOC/TYIIIMBaeMbIM yUaCTHUK i B MHOKeCTBe Tiepruo/joB D?
2. SIBnsincst v IpOCAyLIMBaeMbll yUaCTHUK | THULIMATOPOM 3aripoCoB MpY MHOKecTBe D?
3. MoxxeT /i1 y4aCTHUK | HAMepeHHO T'eHepHUpPOBaTh JIOXKHbIe COOOIL[eHUSI B POJIA UCTUHHBIX ?

6 [laHHOe yTBepsK/IeHHe He PaclpOCTPAaHAETCs Ha Jpyrve 3aJayd aHOHMMM3Ald C TeOPeTUYeCKOM
JoKaszyeMocThI0. Tak Hanpumep, faxe ecy B DC-3a71aue OyzieT CyIecTBOBaTh CBSI3b i  f;, TO OHa He OyzeT
NpUBOJWUTE K CHWXEHHWIO MOJEe/IM yIrpo3 CO CKPBITUA HWHHUIIUATOPA CBA3W OO0 COKPBITHUA CBA3U MEXAy
aboHeHTaMH KOMMyHHKaluu. CBsizaHO 3TO c TeM, uro B DC-3azlaye NpUCYTCTBYeT IOJUMOP(U3M
nH(bOpMal[M, KOTOPBI He M03BOJIsIeT HabmoaTensM, BKIIOYAIOIMMU B cebst cobeceJHMKA, OJHO3HAUHO
OIlpe/ie/INTh TOUKY OTIIpaB/I€HUS.
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Hanee, eciu AOMYCTUTH CUTYalL[MI0 TIPU KOTOPOW y Kaxzoro y3ma i € {1, 2, ..., n}, He
OTHOCSIIErocs K Hab/mojaTessiv, B Ipy3bsix Oy1eT MPUCYTCTBOBATh KAK MUHMUMYM O/IMH aKTUBHBIM
Habsmoparens f; € {fi, f>, ..., fn}, TOTa IepBast 3a1aua MOXKET OBbITH pellieHa TPUBHUAIbHBIM 00pa3oMm,
NIpY YCJIOBUH, UTO aTakyrole OyZyT HaXOAWTbCS B Koomepauyy, T.e. Vi, j, fi = fj, a yuacTHUKH
OyZlyT WCIIO/Ib30BaTh THIT CBSI3U «3allpOC-OTBeT». B Takom ciydyae Oim3Kas K OJHOBPEeMEHHOM
3arpy>keHHOCThb ouepeau (d+x)t;, 20e d > 1, x € {0, 1, 2} y HECKO/IbKMX YYaCTHUKOB CeTH i OyJeT
CBHU/IETEJILCTBOBATh 00 OrpaHWYeHWH TepPBOHAUA/IbHOTO MHOXKeCTBa HAO/MIO/IeHUsT 3a CUéT
paszesieHns y3/I0B I, j TI0 3aro/HeHHbIM Q; # @ U nycTeiM Q; = J ouepessaM.

PemeHrie BTOpOM 3aZiauM MoykeT 0a3uMpoBaTbCsi HA YCIOBUSX TE€pPBOHM, Koraa Oyzer
CyILIeCTBOBaTh MHOXXECTBO aKTMBHBIX M KOOMepupyromux Habmogarened f; € {fi, fo, ..., fu}, @
yUaCTHUKU OyJyT MCTOBb30BaTh TUI CBSI3U «3arpoc-0TBeT». B Takom ciiyuae, /i/1s TIOMCKa OTBeTa
HabJTro/1aTesIsiM TTOTpeOyeTCs BhIAB/IATL (aKT Hauasla KOMMYHHMKAI[UH Y BceX y31oB i € {1, 2, ..., n}
MOCpeICTBOM Tlepexo/la COCTOSTHUSI ouepeu M3 TyCTOrO B 3amojiHeHHoe: Q; =@ - Q; # J.
[TepBbIii y3e/1, OCYL[eCTBUBIIMM TaKOW Te€pexofi, C OoJbllleld BEPOSTHOCTHIO CTAHOBUTCS
VMHULIMaTOPOM 3arpoca.

PereHuie TpeTheli 3aauu sIB/IsieTCs] Hanbosiee TPYAOEMKUM C TOUKU 3peHust HabmojaTerned,
T.K. BO-TIePBBbIX, OHO CBS3aHO C pelleHHeM 3a/jJaull Hepas/IMuMMOCTH MUQPTEKCTOB P, uTo
SIBJISIETCSl BBIUMC/IUTEIBHO TPY/AHOM 3a/laueli, BO-BTOPbIX, OTCYTCTBHE pellleHHsl TPeThel 3a/auu
YCJIOXKHSIET BbISIBJIeHWE 3aKOHOMEpPHOCTel MepBbIX ABYX 3a/ay, MOCPeACTBOM CKPBITHSI TOUHOTO
COCTOSIHUSI ouepeZieid y aDOHEeHTOB KOMMYHMKaLK «Q; = @?». XOTb Takas 3a/lada U CBS3bIBAeT
cebsi c 3alaueil Hepa3IMUMUMOCTH, OHa €l He TOXKAEeCTBeHHA, T.K. IOMHUMO Heé TPUCYTCTBYeT U
3a/jaua CUCTeMaTU4HOCTH P(s). BeneacTBre 3Toro, uTobbl JoKasaTh 6e30MacHOCTb TpeThbel 3a7auy,
Heo6X0/IMMO CBeCTH eé CJIOKHOCTD K 3a/jaue JeaHoOHUMU3aLuu P ). Ho 5To HeBO3MOXKHO, T.K. OTBET
HaOJTr0jaTe o caM ke U CTAHOBUTCS TIPOLIeAYPOi HapyIeHHs He3aBUCMOCTH COOBITHS X B 3a/jaue
CUCTEMATUYHOCTH. 3a CUéT 3TOro, Hab/ojaTe/IM MOTYT ObITh YBEpPEeHbI, UTO B MOMEHT OTBeTa dt;
YUaCTHHK i He MOT TapaJijie/ibHO OTBeuaTh Jpyromy aboHeHTy. Takum o6pa3om, TpeThbs 3aJjaua He
criocobHa JjaTh rapaHTH aHOHMMHOCTH W TOCPeACTBOM 0osiee [UTeNbHOTO HAOMIO/eHUsT BCE
TaK)Ke MO)KET MPOSIB/ISATH MaTTePHbI, CBOMCTBEHHbIE PelLleHUI0 TIepBO 3a/jaui.

[Tpob6sieMy MOXXHO pelIvTh pacliupeHueM KosimdectBa ouepezielt Q —{Q, Qo, ..., Q,} Ha
OJTHOM Yy37Ie C UX TIPUBSI3KOM K abOHeHTaM KOMMYHUKaluu i € {1, 2, ..., m}. [Ipx 3T0M, KOJTUYECTBO
ouepefieli 1O/DKHO OBbITh aripMOpU 3alaHO CTAaTUYHBIM 3HAUEHWEM N, UYTOObI HEBO3MOYKHO ObLIO
BBISIBUTh KOJIMUECTBO CBSI3aHHBIX Jpy3eid m, T.e., KOJMUUYECTBO Apy3ed m Bcerja J0/DKHO UMETh
cpaBHeHMe: m < n. B pe3synbrare, paciivpeHue ouepefieil TpuBeAET MO0 K TOBBILIEHUIO
KOJIMYeCTBa OTIIPAB/SIeMbIX IMHQPPTEKCTOB 3a pa3: Ci, €2, ..., Cn «' Q1 Qo ..., Qn, MbO K
TIOBBIIIIEHUIO TIepHO/ia TeHeparyu MM(PTEKCTOB: ¢; ™ Q;. OTo, B CBOU uepén, OymeT SBIATHCS
rapaHTHel / JoKa3aTe/bCTBOM TOT0, UTO aKTHBHBIN Hab/TF0/1aTe/Ib He CMOXKET TMOBJIMSATh Ha OUepe/b
coo01rieHnH Apyrux abOHEeHTOB, T.K. BCE €ro /eHCTBUS OyAyT NMpUBsi3aHbl U OrPaHUYEHbI OIHOU
HerlepeceKarolleiicsi ouepe/iblo.

2.4. CpaBHeHHe C JpyruMH 3afia4aMu

QB El DC Onion Proxy
AGco/1I0THasA A0Ka3yeMoCThb - - + - -
TeopeTHuecKas /{0Ka3yeMoCTb + + + - -
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HakonutenbHbIN 3()GeKT aHOHUMHOCTH - + - - -
omumopduzm undopmanu - + + + -
BeposiTHOCTHas MapuipyTH3anMs - + - +/- +/-
ITepuoMUYHOCTH reHepaIuu CO00IIeHuH +/- - + +/- +/-
He3aBucuMOCTH aHOHMMHOCTH 0T CBsi3eil + - - - -
ITpocroTa MacmTabupoBaHus - - - + +
ITpocToTa MpPOrpaMMHoOii peau3anuu’ + - - +/- +
CTaaus aHOHUMHOCTH S5A 6 N 4 v 6
CeTb-nipecTaBuTE B Hidden Lake - Herbivore Tor Crowds

Tabmma 1. CpaBHeHue 3a/ja4 aHOHUMHU3aL[UH

ITo cBouMm xapakrepuctukam QB-3ajaua Hanbomnee 6m3ka Kk DC-3a7aue U3-3a C/I@AYIOMIIMX
0CO0OEHHOCTel: TeOPeTUUeCKH JJ0Ka3yeMasi aHOHUMHOCTb, IePUOJUUHOCTh TeHepaLiy COOOIIeHHH,
TIPUHA/IJIE)KHOCTh K BTOPOMY BEKTOPY Pa3BUTHSI aHOHUMHBIX KOMMYHHUKaLUi [2, ¢.71], c/I0)KHOCTh
MacirrabupoBanus. Otmunst QB ot DC-ceTeld, ¢ TIONOKUTETBHOM TOUKH 3pEeHUSs], TIPUCYTCTBYIOT
C/lefiyrolye: IepyuoMUHOCTb FeHepariui MOKeT UMeTh JUHAMUUHYIO BeJIMUMHY, aHOHUMHOCTb He
3aBUCUT OT BBICTPOEHHBIX CBsi3eld C APYTMMHM Y4acTHUKamH, Oosiee MpocTasi TpOrpaMMHast
peanu3auys. HeraTuBHOe OT/iMuMe ompejeisieTcsi OTCYyTCTBUEM IoyMMopdu3ma MHGOpMaLd U
OTCYTCTBHEM abCOJIFOTHOU /I0Ka3yeMOCTU. Bosiee fetanbHOe U obiee cpaBHeHue QB-3ajauu c
JPYTMMH 3aJjlayaMi aHOHMMH3aLUU KaK TeOPeTUYECKUMH, TaK U MPAaKTUUeCKUMU Ipe/iCTaB/IeHO B
Tabauye 1.

KauectBO CKpBITHSA KauectBo f0KasyemocTn
CKpBITHe CBSI3U MeXy aboHeHTaMu [IpakTrueckast JOKa3yeMoCTb
Onion, Proxy Onion, Proxy
CKpbITHE MHULIMATOPa CBS3U TeopeTnyeckasi JOKa3yeMOCTb
DC, EI QB, EI
CkpbITre dakTa CBsi3u AbcosnoTHast I0Ka3yeMoCThb
QB DC

Tabauna 2. CpaBHeHUe KauecTB 3a/jau aHOHUMU3al[|uH

7 XapaKTepUCTHKa CJI0XKHOCTH MOXKET ObITh ONpe/eeHa KOJIMUYeCTBEHHLIM COOTHOIIEHHEM CYMMBbI
VCIEIIHBIX TTaCCUBHBIX / aKTUBHBIX HAOMIO/IeHUH K CyMMe HeoOXOAUMBIX MPOoLeAyp A/ TIPeZ0TBPaIlleHHs
OT TaKOBBIX HabsofieHWi. Ecmu cymMma Tporie/iyp omnpefiensieTcsi HeOOMbIIM YKC/IOM, TOT/ia MPOCTOTa
MPOTPaMMHON peanu3auyu OyJeT MUHUMaJTbHA, UTO, TeEM He MeHee, He TOBOPUT 00 UTOTOBOM 6e301acHOCTH
CeTH, T.K. Majioe KOJIMYEeCTBO TPOLIeYP MOXKET CBHIETETLCTBOBATh U 00 OTCYTCTBUM MPUHUMAEMBIX Mep
TIpY JIMKBU/IAI[UK YCTIENTHBIX HAaO/Mo/ieHni. B TakoM clydae, MPOCTOTa NPOTPaMMHON peasin3aliiid MOKeT
OBLITb He TOJIBKO CJIe/ICTBHEM BLICOKOM 6e30MmacHOCTH, HO U CJIeICTBUEM TIOHW)KEHHON MO/IeN yrpo3.

8 Certb-mipeficTaBuTe/Ib  HEOOS3aTeNBLHO [IO/DKEH HAC/IeNoBaTb BCe XapaKTEePUCTUKKA  3ajlaud
aHoHuMmHocTu. Tak Harmpumep, Herbivore, xoTh u mpeacrasisier coboit DC-ceTb, HO He SIB/ISETCS HU
abCoJTIOTHO [I0Ka3yeMOM, HU TeopeTHUecKd Aokasyemod. CBsizaHo 3To c TeM, uto Herbivore uuér Ha
KOMITPOMUCC MeX/y aHOHUMHOCTBIO U 3P (eKTUBHOCTHIO MCIIOIb30BaHKs, TIOHIKAsA, TeM CaMbIM, MO/
yrpo3. Cetb Hidden Lake HaripoTus, ipuep>xuBaeTcst KoHIeniuy QB-3aziauy B 10JIHOM Mepe, B TOM UHCIIe
U B Hacyleiuu Bcex eé HefocTaTKoB. CeTb Crowds ¥ BOBCe TOBBILLIAET MO/ie/lb YTPO3, Hacjiefyst He TOJTBKO
KJlacCUUecKyto Proxy-3aziauy, HO ¥ /100aB/Isisl aCMIEKT BEPOSITHOCTHOM MapIIpyTH3aLIWH.
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KauecTBO aHOHMMHOCTH HECKOJIbKMX 3a/lau MOXKeT pacCMaTpUBaThCS B BYX MJIOCKOCTSX: 1)
CO CTOPOHBbI KauecTBa CKPBITHS; 2) CO CTOPOHBI KauecTBa mokasyemoctu (Tabauya 2). B
3aBUCHMOCTH OT BBIODAHHOTO MeTo/ja JIAUPYIOLel 3ajaueil MoxkeT ctath mbo QB, mbo DC.
Tak Haripumep, QB-3a1aua XOTh U CKpbIBaeT caM (paKT CyI|eCTBOBaHUsS KOMMYHHUKAIUU, HO TIPU
3TOM OHa He SIB/IsIeTCs1 abCOMIOTHO AloKa3yemoii. B coBepiiieHHO Apyroii myiockocTy HaxoauTcst DC-
3a/laua, KOTOpas, SBJ/SACH abCO/IIOTHO [OKa3yeMou 3ajaueid, BCE ke He CKpbIBaeT (akT
CyIIIeCTBOBAHUS CBsi3u’,

3. ®ynkuusa mudpoBaHus

Kak 6b110 paHee moka3aHo, QB-ceTw 3aBUCMMBI OT KauecTBa (GyHKUuU E u kmouent k,r
mmdpoBaHusi. KauecTBo Kitoueil M(poBaHuUs orpeie/nsieTcsl B MepByto ouepe/ib KauectBoM ['CH
(reneparopom ciyuaiiHeix uucen) u/unu KCITICY (kpuntorpaduueckyd CTOWKUM TeHepaTOpOM
NICeBJOCAyUYalHbIX yuces). AHa/lu3 TaKOBbIX TeHepaTOPOB CJIOXKEH I0 MPUUYKHEe pasHbIX Cpefl, B
KOTOPBIX OHH MCIIOJIHSIFOTCS, U CPe/ICTB, KOTOPble OHU 3a/|eiCTBYIOT B XO/|e CBOEro BBITIOJHEHUS
[6, c.190]. TToaTOoMy HCXOAS W3 JIOTMKK abCTparupoBaHusi Mbl OyzieM fajiee MpeArionaratb, UTo
KJIFOUM TEeHepUPYIOTCS KaueCTBeHHbIM U Oe3omacHbIM 00pa3oM, (OKycHpysCh TeM CaMbIM
VICKJTFOUMTE/IbHO Ha JIOTMKE UCTIOTHeHUs] PYHKLUU IU(PPOBaHUSI.

Ei <>y (m) = E"(E'<p-(m))

Oyukiys mudpoanus B cetd Hidden Lake cocTouT 13 IByX 3TanoB, KaXKblii U3 KOTOPBIX
BBITOJIHSET CBOKO TOUHO 3aJ,aHHYI0 posib. [lepBblii 3Tan E'<p- CBOAWUTCS K HENoCpe/CTBeHHOMY U
TIePBUYHOMY MIM(POBAHUIO JAHHBIX C 1[e/TbI0 UX COKPBITHS OT TTIOCTOPOHHUX JIWL], UCTIO/B3YS [I/Is
3Toro nubo rubpuHyto cxemy mmdpoBanus E'<pe=E'privapubp) [2, €.125], nubo cumMMeTpuuHyto
E'<p~=E'in. Bropon sTan E" CBOAWUTCSA K Pa3/ie/IeHUIO CeTH Ha HeCKOJIBKO T0/iCeTel I0CpejCTBOM
NIpYMeHeHUs Pa3HbIX K/touell rppoBaHUs (CeTeBbIX KItOuekt).

3.1. ITepBbiii 3Tan mmppoBaHus (rudpugHasa cxema)

E' privapuve)(m) = (Epups(K') || Ex(H(pubA) || s || m" || h || Spriva(h))),
h = Hyncg(pubA || pubB || m), m' = f(m), k' = [RNGJ, s = [RNG],

ede k' — ceaHCOBBI KMOU HIM(POBaHUS, PACCUMTAHHBIA HAa OFHO COOOIeHWEe, S —
Kpunrorpaduyeckas CoJib, paCCUMTaHHasi Ha OJHO COOObIIleHre, m — OTKpPhITOe coobitieHne, pubA,
pubB — y6/TMUHBIe K/TFOUM YYaCTHUKOB A, B COOTBETCTBEHHO, privA — IPUBaTHBIN K/TFOU y4aCTHUKA
A, h — pe3ynbrat xemmpoBaHust, S — QyHKLUS nojAnucanus, f — GyHKLUs [OTIOTHEeHUs] CO00IeH s
[0 KOHCTaHTHOM BenuuuHbl, H — ¢yHKius xewmmpoBanus, Hyac — GYHKUUS BBIUKC/IEHUS

9 KauecTBO aHOHMMHOCTH TOW W/IM WHOW 3a/laud TaKKe MOXKeT PacCMaTpPUBAThCS CO CTOPOHBI
TIPOCTOTHI / IETKOCTH TIepexozia MexXAy Omm3nexadmumy coctosHusiMU. Texandeckd, DC-3azaqa MOXKeT
00s1aiaTh CKpBITHEM (DaKTa CBsI3M (XOTh U He W/lealbHbIM), €CJTH BepOATHOCTh BO3SHUKHOBEHHS KOJITM3UH
OyzeT rpeHeOpeKMMO MaJla, a Camo LIUQPOBaHUe CTAaHeT CKBO3HBIM. B 3T0 ke Bpemst QB-3aiaua He MOXKeT
JOCTUYb YPOBHS aDCOMIOTHOM /10Ka3yeMOCTH, T.K. He CTIOCOOHa BBIIEPKATh PsiZia aKTUBHBIX HAOJIIOI€HUH.
Takum 06pa3oM, KauecTBO aHOHUMHOCTH DC-3a/1aum, B CyMMe, CIIOCOOHO MPEeBRbINIaTh KauecTBo QB-3aaun.
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MMUTOBCTAaBKH Ha 0a3e xem-pyHkrmy H. B 3T0ii cxeme nipeirosiaraeTcsi, uTo A — eCTb OTIIPaBUTE/Tb
vHbopMaliid m, B — ecTh monyyaTesb AaHHOM UH@opmaiuu. be3ornacHocTh JaHHOW (GYHKIUU
3aBUCUT HETIOCPE/ICTBEHHO OT MyOIMuHOro Kiroua mudpoBaHus pubB, KOTopbIM mmdpyeTcs
ToC/Ie[y 011 ceaHCOBBIN Kitou k', oT kauectBa 'CU / KCI'TICY, KoTOpbIM ObIN CreHepupoBaH k',
¥ TakKe OT b6e30macHOCTH caMux QyHKUMI mm@posanus Ep,pp, Ej.

JaHHasi cxemMa WHTepeCHa TeM, UYTO OHa CKpbiBaeT BCHO MHGOpPMalUi0 B IIMGPOBaHHOU
000/10uKe, HETIO3BOJISIIONIeN OCYIIeCTBASTh aTakKu Ha WAEHTU(PUKALUIO OTIIPABUTENS WU
nonyyatens. Tak Hanpumep, ecnu Obl Xell-3HaueHue h ¥ moAnuch Spriva(h) He HaxopumMch B
mmdpoBaHHoM 6710Ke Ej, TOTa Obl7a ObI BO3MOJKHA aTaKa aHa/iv3a MUGPOBaHHBIX COOOITIeHHUH 110
y)Ke HUMERIeMYCsl CIUCKY TyOnmuuHbIX Kiatoueid {pub;, pub,, ..., pub,}, TIpOBepsSIFOIIUX WX
ayTeHTUYHOCTb Vpubi(Spriva(h)) = h. Janee, ecu 6b11a 6b1 U3BeCTHa KpUnrorpaguyeckas coib s U
Xelll-3HaueHue h, TO MOXXHO ObUIO OBl COCTaBUTHL Tab/MIly HaubO/iee YacTO BCTPEUYAIOIIUXCS
coobieHuit {mj, my, ..., my} C pa3MMUHBIMU KOMOWHAIIUSIMU YUACTHHUKOB i, j U3 MHOXKeCTBa BCEX
y3710B ceTd N 110 paBeHCTBY Hyacs)(pubi, pubj, f(my)) = h.

[Tatoc K 3TOMY, /aHHasl cxema SIB/sIeTCSl CaMO/IoCTaTOuHOM [2, c.121] Ha ceTeBOM ypOBHe
pabotel QB-ceTeli B KOHTEKCTe 3aJMBOYHON MapIIPyTH3al[iMi, TIOTOMY KaK I103BOJISI€T
obecrieunBaTh WJAEHTU(MUKAIUIO CYOBEKTOB J/IMIIIb M TOJBKO TIPU TIOMOIIM ACHUMMETPUYHOU
kpunrorpadguu. OrpefelUTh OTIPaBUTE/ST COOOIEHUS] CTAHOBUTCS BO3MOKHBIM TIOCPEZICTBOM
KOPPEKTHOTO pacIiu(poBaHus, T.e. IPY YCJIOBUH, KOTa MOJTydyaTesb (POBaHHOTO COOOIIeHus
pacriosiaraeT Hy>kKHbIM TIPUBATHLIM K/TFOUOM.

OTar npejro/araer, 4YTo cooOIeHue f(im) UMeeT CTaTUUHYIO BeJTMUMHY. IHBIMM C/I0BaMH,
IIPY KaXXJOM BbI30Be (YHKUMU WHUGPOBAHUA E'(priva pubp), A1 BCEX m;, m; U3 {my, my, ..., My}
cobsroziaeTcst JyiMHa coobulenust L ot gyHkumu [, takas uto [ = I(f(m;) = I(f(m)) = L. Oto
CTaHOBUTCS BO3MOXKHBIM 3a CUET TMpOLeAypbl TIPemnporiecCHHra f, OrpaHWYMBAIOLIeN [JIMHY
BXO/IHOTO COOOIIeHHsT BeJTMUMHOM L, ¥ AOTOMHSOIeH AJTMHY BXOAHOTO coobienus o L. 1enbto
TaKOW TIPOL[e/lypbl CTAHOBUTCS 3alllUTa OT aTak IO aHa/lM3y pa3Mepa COOOIeHWM, TTPU KOTOPBIX
MOYKeT BBISIB/ISITBCSI CTPYKTYypa TepesiaBaeMoro coobienvst. Harprumep, 3arpock! yairje BCero mo
pa3Mepy MeHbllle YeM OTBeThl, Tepe/laBaeMble BHE0 WU ayAuo -(ailibl yacTo 1o pasmepy
Oosbliie, yeM OOBIYHBIE TEKCTOBBIE COOOIEHHS], CUCTEMHbIE / aBTOMATUUECKHE 3alPOChl MEHbIIIe
TI0 pa3Mepy, 4YeM BPYUHYIO BBIITOJIHEHHBIe U T.1 [12].

[Ipeamnonaraetcsi TakKe, UTO Y ToJiyuaTesisi IIM(PPTEKCTa CYIIECTBYET CITUCOK MyOJUUHBIX
K/IIOUel U ux xelei B ¢popmare cnoBaps, T.e. H(pub;) « pub;. IIpu ycrieiitHom paciimdpoBaHUr
ToJib30BaTe/b MoayyaeT nepejaHHoe 3HaueHue H(pubA), mocsie uero meITaeTcsi COOTHECTU €ro C
UMerIUMcs TyOMMUHBIM KTFoUoM B cjioBape. Eciu my6muuHOro kimtoua pubA B cjioBape He
HAXOAWTCS, Torja cooOmeHre uUrHopupyeTcs. MHade Gepércsi myO/MMUHBIN KO OTIIPABUTEIS
pubA, cobCTBeHHBIM TyO/IMUHBIN KTt0u pubB, KpunTorpaduueckasi Coyib S, COO0IeHre m' U UMH
NIpOBepsieTCs1 KOPPeKTHOCTh MOTy4eHHOU Xelll-CyMMbI h = Hyacgs)(pubA || pubB || m'). Eci cymma
HeBepHa, Torjja coo01jeHre urHopupyeTcs. MiHade 1o my6/mmyHOMy Kitouy pubA v Tioy4eHHOMY
3HaueHur0 Sprva(h) HaumMHaeTCs INpoBepKa KOPPEKTHOCTH LU(poBod mnoarvcu. Ecau nojnucek
Ba/IMHa, TOrja coolienye m' qekogupyercs f1(m') » m v npuHuMaeTcs. B mpoTuBHOM ciyuae,
coo011ieHre UTHOPUPYEeTCS.

OpHOBpeMeHHO C 0COOEHHOCTBhIO CKPBITHS HWHGOpMaluyd B IH(POBAHHOW 000/0UKe,
BO3HHUKaeT U Mpob/iemMa TTPOBEPKU KOPPEKTHOCTU COZEPXKUMOTO HMIM(PTEKCTa, T.K. Xelll-3HaueHHe
Y TIOANWCh BHYTPEHHe WHKANCy/IUpoBaHbl. It TOro, uToObI YCIIENIHO TPOBATHANPOBAThH
mrppoBaHHOe COOOIIeHWe, HeoOXOJUMO TIPOM3BECTH [IOTIOJTHUTE/NBHO [IBe  OTepalyu
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paciM@poBaHMsl — TPHUBAaTHBIM U CEAHCOBBIM KJIHOUOM, UTO $BJSIETCS pecypco3aTpaTHbIM
JleMCTBHEM, NPeUMYLLeCTBeHHO M3-3a UCII0/Ib30BaHusl aCUMMETPUYHOIO arOpyUTMa.

3.2. ITepBbIii 3Tan mMppoBaHusA (CKMMeTPUYHAsA CXeMa)
E'(m) = (s || E**i(m")),
k' = KDF(k/ s), m" = f(m), s = [RNG],

20e kN — obmuii cekper aboHEHTOB, k' — CeaHCOBBIM K/MHOU IIHM(GPOBAHUS, S —
KpunTorpaduueckast cojib, pacCUdTaHHasi Ha OJHO COOOIIleHWe, M — OTKPBITOe coobIieHue, f —
GYHKIUS TOTIOJTHEHUs COO00IIeHus 10 KOHCTaHTHOW BesinurHbl, KDF — GyHKIMsS (hOpMHUPOBaHUS
kmoua, EAY — GyHKIMa ayTeHTHOUIMPOBAHHOrO MIKM(POBAHUS.

[anHasi cxema I03BOJIsIeT YMEHbBIIWTh pa3Mep Tepe/jlaBaeMbIX TMAKeTOB 3a CUET CHIDKEHUS
HaKMaJHBIX pPAcXoZioB Ha fobaBjieHWe 3aroyioBOYHOW uHGOpMalMu B JiMlle TIPOLIeJyp
VHKAICysuu Kintoueld E, pp(k') 1 nognucanus coobienuit Syriva(h). bnaropapst sTomy cBOUCTBY
yrpoiijaeTcsi paboTa ceTH B CJIOKHO peann3yeMbIx cpeZiax TpeboBaTebHBIX K pa3mMepy CcO0OIIeHuH,
TaKUX KaK PaIM0-BelljaHre U L|eHTPa/JIn30BaHHbIe CEPBUCHI CBS3U.

be3onacHOCTb faHHOW (DYHKLMM 3aBUCUT HEIOCPeACTBEHHO OT KayeCTBa SHTPOMHU 0O0IIero
cekpeta k7, KOTOpBIH yuaCTBYeT Zajiee B BbIpaOOTKe CeaHCOBBIX Kitouel k', or KauectBa I'CU /
KCI'TICY, KOoTOpbIM TeHepUpyeTcsi KpUITorpaduueckasi CoJib S, M TakXKe OT 0e30MacHOCTH CaMUX
(yHKImi ayTeHTUdULIMpoBaHHOrO tMbposanus EAE, u hopmuposanus kmoueit KDF.

®ynkupsi KDF B COBOKYITHOCTH C KpUNTOTpaduueckol COMbI0 S HeOOXOAUMBI B TEPBYHO
ouepe/ib /s 3alUThI OT BO3MOXKHBIX aTak Ha OCHOBE IMapajoKca AHel POXKIeHHs, PACCUMTaHHBIX
Ha BekTOp MHUIMamm3auud (IV / nonce) (yHKIMM ayTeHTU(PUIMPOBAHHOIO MIM(POBAHMUS
(MpeuMyIIieCTBeHHO TIpU pexkuMe mmdposanus GCM, rje 3HaueHue nonce pasHseTcs 96-Gur).
IIpH UCTIO/Ib30BaHUM OJMHAKOBOTO K/ItOUa IM(PPOBAHUs M TIPY PaHAOMHU3ALMK NONCE, KOTUYECTBO
reHeprpyeMbIX COOOIIeHUH He [JO/DKHO MpeBblarh 2" ¢PV2 (n1g GCM — 2°2 o pekoMeHauu
NIST [13]). [Tpu ucnonb3oBanun KDF faHHOe OrpaHUYeHre CHUMAaeTCsl.

3.3. Bropoi stan mudpoBaHus

E"(m) = Eq(p(h) || h || m),
h = Hyacmi(m),

2de nk — K/tou ceTH, p — MYHKI[US J0Ka3aTelbCTBAa paboThl, h — pe3y/nbTaT XelrpoBaHUsl, m
— OTKpbITOe coobijeHne. PyHkuus npuaepkuBaetcss MtE moaxoza (MAC-then-Encrypt), rae
cHauasia Beruncisiercs MAC (Message Authentication Code), a manee coobiijeHre m, ToJTyueHHbIH
Koz h v pokasarensctBo p(h) mmpyrorcs pyHkuyen Ey.

HaHHbli 5Tan wKdpoBaHUs BBINOJIHSIET OJHY 3alau — pasrpaHUuUMBaTh pasHble CETH T10
Kaouy cetd nk, utoObl MX Hemb3st ObUIO CIWMTH B OJHY OOIIyI cHUCTeMy. OTO [JOCTHTaeTcst
TIPEMMYIL[eCTBEHHO 3a CUéT (PyHKIMHU JOKa3aTebCTBa paboThI p, T.K. U3-3a HeE CTAaHOBUTCS Ooee
3aTpaTHBIM MepelIuppoBbIBaTh BeCh TPAaQUK HanpaB/IeHHbIA U3 OIHOM CeTH C K/TFOUOM K; B IPYTYIO
CeTh C KJIIOUOM Ko,

OYHKIMS 0Ka3aTe/IbCcTBa paboThel p omnpeensieTcs anropurMom proof-of-work (PoW) [14],
e [Jis KOHKPETHOTO Xelll-3HaueHust h HeoOX0AMMO HalTU TaKoe YMCJ/IO i, UTOOBI pe3ysbTat h; =
H(h || i) npepcTaBnsi cob0ii OUTOBBINM BEKTOP C OMpe/Ie/IEHHO 3a/IaHHBIM N-blM KOJTMYeCTBOM HYJIel
B KauecTBe rpecdukca, mpumep 00000000(n)...11001010. Yucio n IMEHYETCS CI0KHOCTBIO pabOTHI.
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CTOUuT TakXe 3aMeTHTh, UTO K/IHOU IIM(POBaHUS Nk MOXKeT ObITb OTKPBITHIM ITapaMeTpoM,
eC/IM OTCYTCTBYyeT HeoO0XOJUMOCTb B (DOPMUPOBAaHWM KOHKPETHOM TPYIIBI y3/I0B C 0OIIMM
cekpeToM. B TakoMm ciiyuae, ceTeBOM K/tOu nk CTaHOBUTCS MPOCTO OOIIEM3BECTHOM HACTPOMKOMN
JJ151 pasrpaHAvyeHusl CeTen.

[Toaxopn Encrypt-then-MAC (EtM) He npumeHsieTcs B cxeMe IKX(POBaHKUs BTOPOrO 3Taria o
[BYM IIPUYUHAM:

1. Vicnonb3yeTcs 0/iMH K04 nk [ M(pOBaHKs U ayTeHTU(PUKALIMM BMECTO [IBYX K/TtOUei
ki, ko pnst 3TUX 3amau. Eciv npumeHyTs B 3TOM cutyauuu noaxog EtM, Torga Ha OfUH U TOT >Ke
K/1r0u nk Oy/ieT OTKPBITO /jBa BEKTOPA Hara/ieH!st, BMeCTO OJHOTO. DTy MpobieMy MOKHO Ob110 ObI
pemTh Tipu Tomony ucnonb3oBanuss KDF (dyHkimu dhopmupoBaHust Kiroueli), KoTopasi Obl
TI03BOJIM/Ia M3 OJHOTO K/TI0Ua CO37aTh HECKO/IbKO. TeM He MeHee 3TO YCIOKHHUT OOIIyI0 cxemy
mMdpoBaHus, a TakKe OTKPOeT JI0TNO/THUTe/IbHBIN BeKTOp HamnazieHus: Ha camy KDF,

2. YuuTbIBaeTCs MPUHLMUI XOPTOHA: «ayTeHTU(PULIMPOBaTh HY>KHO He TO, UTO CKa3aHo, a To,
yTO UMeeTcs B BUAY» [6, ¢.130]. [Tpu ycremiHoi atake Ha GyHKIMI0 Bhiurcienust MAC B noaxofe
EtM, 6o npu HeTpaBUIBHOM pacTipe/ie/ieH|H Kitoueid k;, k; MO>KeT BO3HUKHYTh CUTYaLUs KOr/ia
ayTeHTH(UKALMs Oy/eT BbIJABaTh MOJIOXKUTE/TBHBIN pe3y/bTaT Ha MM(pPOBaHHOe COO0IIeHre, HO
cama mpotiefiypa pacudpoBanusi OyzeT HeKoppeKTHOH. Eciu coobirieHre npecraBnsier coboii
XaOTUYHBINA HAOOp OMTOB, TO MBI HUKOT/]a HE Y3HAeM ero UCTUHHOCTb.

Y nopxoga MtE 6e3yc/oBHO CyIlleCTByeT HeIOCTaTOK B TOM, UTO Iepe]| TeM Kak TIPOBepUTh
1[e/IOCTHOCTb M ayTeHTUUHOCTb WHGMOpMalid HeoOXoauMo eé pacmvdpoBath. Y moaxoza EtM
TaKOM 1po06ieMbl HeT. BeitecTBHE 3TOr0 OBI TakKKe ChOpMHPOBaH MPUHIIUI KPUTITOrpadruecKoi
obpeueHHOCTH Map/MHCIaWKOM, KOTOPBIN TJIaCUT: «eC/IH Bbl BBIHY>KJEHBI BBITIOJHUTE JIFOOYIO
KpUITOrpauecKyro oreparjuio 0 MPOBepKH UMUTOBCTABKH ITOJyYEHHOTO COOOIIEHHs], TO 3TO
TaK WIM WHaue, HO HeM30eXXHO TIpUBeJeT K POKOBOMY KOHIy» [15, c.93]. [laHHBINA TpUHLIUI
TIPOTHUBOIIOCTAB/ISIETCS] TIPUHLUITY XOPTOHA, KOTJA Peyb 3aXOAWT O BbIOOpE OJHOTO W3 [BYX
noaxogoB: MtE wm EtM. Tem He meHee BbiOOp MtE 00yc/ioBnieH emjé v Tem, UTO TPUHLIUTT
Kpunrorpadguueckold oOpeyeHHOCTH HapylllaeTCsi TakKke Ha MOMeHTe TepBOro, W Kyza Oosee
3aTpaTHOrO, 3Tarna MU(ppPoBaHUs.

4. CeTeBoe B3aUMO/IeliCTBHE

Hanmvure QB-3azaum mpe/rosiaraet, uTo Kakioe OTIpaB/sieMoe coo0ieHre B ceTH OyneT
JIOCTUraTh BCeX e€ yuacTHUKOB. IIpy 5TOM B TakoM 3a/iaue HAYEro He TOBOPUTCS O TOM, Kak
coobirieHre OyzeT MOCTUTaTh Y3/10B TIPU OTCYTCTBUM CBSI3U «BCE-KO-BCEM», KAaKOM IPOTOKOI
repeiaud JJaHHBIX Oy/IeT MCII0/Ib30BaThCsl, KaK JIO/DKHBI pab0OTaTh MPUK/IAJHbIE TIPUIOXKEHUS B
TaKOW MOJIeJTH, KakK JlelleHTpa/M30BaHHast CTpyKTypa OyaeT o6xoauts NAT B cetr IHTepHeT u T.[,.
Bce 3Tu BOIpockl TpeOyIOT JOMOHUTE/ILHOTO TOSCHEHHSI MCXO/s W3 KOHKPETHOH peanu3alidn
CeTeBOro B3aUMO/IeUCTBUSI.
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4.1. MuUKpocepBHUCHas apXMTeKTypa

Anonnmnas cets HIdden Lake, kak npuioxkenue'®, npezcrasiser co6oit Habop CepBUCOB,
KKl M3 KOTOPBIX BBIMOJHSET CBOIH KOHKDETHYIO 3ajauy [16]. Bribop MHUKpOCepBUCHOM
apXUTeKTYypPhbl, B IPOTUBOBEC MOHOJIUTHOM, OBIT Cie/iaH C yUéTOM CJIeIVIOIIUX aCleKTOB:

1. MuKpocepBHCHasi apxXUTeKTypa T03BOJIsieT YIIPOCTUTh U [ielleHTpali30BaTh pa3paboTKy
NIPUK/IaJHbIX CEepPBUCOB, Oslarofjapsi uemMy CTAHOBUTCS BO3MOXKHBIM TIPUMEHEeHHe PpasIh4YHbIX
SI3bIKOB TIPOTPaMMHPOBAHKS ¥ TEXHOJIOTHH MTPY peain3alii COOCTBEHHBIX TIPUIIOKEHNH,

2. MuKpocepBUCHasi apXUTeKTypa I103BOJISIeT Ppa3fie/iiTb OTBETCTBEHHOCTb CEPBUCOB K
obpabaTbiBaeMOil WM XpaHUMOW WHGpOpMaLuH, Omarojaps 4yeMy MpH YCIOKHEHUH CHCTEMBI,
KOPPeJISALIMS CaMOro YC/I0)KHeHUs! OyZieT MUHUMAa/IbHO PAaCIiPOCTPAHSTHCS Ha CEPBUCHI,

3. MUKpOCEpPBUCHAsI apXUTEKTypa IMO3BOJISIET A00aB/sATh HOBble (PYHKIIUH, PeAaKTHUPOBATh
WX WU yJa/ATh BoBCe 6e3 HeoOX0AUMOCTH TIepEeKOMITUISILIN U TIepe3arpy3Ku BCeX CePBHUCOB, UTO
MO>XKET MOJIO’KUTE/IbHO CKa3aThCsl KaK Ha TECTUPOBAHUM, TaK U Ha OTKa30yCTOMUYMBOCTH.

Anpom cetu Hidden Lake siBnsiercss cepBuc HLK (kernel), KoTopbili HernocpencTBEHHO
vcnosiHsieT QB-3azauy 1 Bce pyHKIMM M pOBaHKMs / pacliM(ppoBaHusl COOTBETCTBEHHO. [loMrMo
nipunoxenuss HLK, B npoekte Hidden Lake Takxe cyillecTByeT psif, TIPUK/IaZHbIX CEPBHUCOB U
agantepoB. B pesynprate 3TOro, cetb Hidden Lake MOXKHO IMpe/CTaBUTh KaK KOMITO3HI[HIO!!
HECKOJIbKUX CePBHUCOB.

HLK = D + QB-net [ Eg<p)(m) = E"(E'<a=(m)) 1 + HLA=http,
Hidden-Lake = (IT'-; HLS;) x HLK x (HLA=http)"™ x (IT";_; HLA)),

20e HLS - MHO>KeCTBO NMpPUK/IaJHbIX CepBUCOB, HLA - MHOKeCTBO CeTeBBIX aJjlanTepoB, D —
JIOCTaBI[HUK OTKPBITBIX COOOIIIeHWI K TMPHUK/IaAHbIM cepucaMm, HLA=http — ceTeBo# azjanrtep Ha
6a3e nporokosa HTTP, u(m) = [(m-1)/(m+2)], uto sKkBUBaneHTHO BeIpaxkeHuto: (1 if m > 1 else 0),
npu m € {0} |J N. Anantrep HLA=http vMeeT ABOSIKY}0 CYIIHOCTb B JiMile: 1) BCTpauBaeMoro
(BHYTpeHHero) TpU/IOXKeHHUsI; 2) OTAe/JbHOro (BHEIIHero) npwioxeHus. B mnepBoMm ciyuae,
HLA=http ects uactb 6a30Boro npuoxkenusi (Harpumep, HLK umu HLA=<proto>), pyHKIus
KOTOPOTO CBOJUTCS K YCTaHOB/IEHHMIO KOMMYHHUKALMM MEXJy HeCKOJIbKUMU CepBUCaMH,
MOCpPe/ICTBOM MCI0b30BaHUs npoTokosia HTTP. Bo BTopom cnyuae, HLA=http ecTb oTze/nbHOe
nipuoXeHye (cepBuC), GYHKIMSI KOTOPOTO CBOAMTCS K CBSI3bIBaHUIO (0000IEHUI0) HECKOTBKUX
CeTeBbIX a/IalTepPOB 10| OJWH 00IIHiA UHTEePdeiC.

10 PertosuTopuii anoruMHo# cetn Hidden Lake: https://github.com/number571/hidden-lake.

11 CumBon “+” (cokeHue) onpezensieT KOMIO3ULIMIO (QYHKLUI B Ipejiesiax OHOrO TPUIIOKEHHs, B
TO BpeMs Kak CHMBOJ “X” (yMHOXeHWe) YCTaHaBJIMBAaeT KOMIIO3UIMI (QYHKIUNA TOCPeACTBOM
WCTIO/Tb30BaHUsl HECKObKUX MpuioxkeHnd. CuMBon “IT” oObe[UHSIET TIPUIOKEHUS CO CXOXKEH JIOTMKOH
(bYHKIIMOHUDOBAaHUS B OZAHY OOIYI0 KOMITO3UI[MOHHYIO rpymmy. Ilpy m =0 — u(m) = 0, HLA=http
CTAaHOBUTCS PaBeH e[UHHIIe, UTO MPUBOAUT K CiieAyromemy paBeHCTBY: Hidden-Lake = IT"-;HLS=<app;>
x HLK x 1 = II";-;HLS=<app;> * HLK.
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HLK HLA=<proto> HLA=<proto> HLK

<proto>

A

HLA=http |€ »|HLA=http HLA=http |« »| HLA=http

Y

Pucynok 3. B3aumogeticteue n8yx y310B HLK mocpeactsom HLA=http u HLA=<proto>

[Tpu OTCYTCTBUM MPUK/IaJHBIX TIPU/IOKEHNH, a TaK)Ke CeTeBbIX aJjanTepoB (3a UCKII0UeHNeM
HLA=http), cetb Hidden Lake cranoButcs paBHol cepBrucy HLK: Hidden-Lake = HLK. 310 eCTb
MHUHHMaJ/TbHasl XapaKTepUCTHKa, py Kotopoii HL emjé ocraércs coboit. I1pu yaanennu xe cepuca
HLK, cucrema nepectaét siBnsatbesi Hidden Lake ceTbto, T.K. jiMilIaeTcst CBOero sijpa, Aake Mpu
CyILLleCTBOBaHMM MPUK/IAJHBIX CEPBUCOB U CETEBBIX aZlalTepOB.

AnroputMm 3. O6paboTtka 3arpocoB B HLK npuioxeHn# Ha si3bIKe TICEBAOKOa

BBO/]: 3anpoc req, omnpasumenb s, omobpasceHue cepgucos M, ¢pyHkyus-¢purbmp H

BBIBO/]: omeem rsp UJIH 3aeepuieHue anzopumma

host, method, path, head, body — req (* IlonyueHue 3anpoca *)

if (host & M) { (* Cepsuc He HalideH 6 omobpaxceHuu *)
return (* 3asepweHue anzopumma *)

}

intReq — M(host), method, path, (head || s), body (* ObozawjeHue 3anpoca *)

intRsp — do(intReq) (* 3anpoc k cepgucy *)

if (noResponse(intRsp)) { (* Omeem He nonyueH UJI Omeem He mpebyemcs *)
return (* 3asepweHue anzopumma *)

}

status, head, body — intRsp (* IlonyueHue omeema *)

rsp « status, H(head), body (* @uabmpayusi omeema *)

return rsp (* OmnpaeneHue omgema *)

BcnenctBue Bcero BoileonvcanHoro peanusanus cetd Hidden Lake moskeT mpefcTaBasith
TPY Pa3/IMYHbIX Pe)KMMa KOMMYHUKALIMKU: KJIaCCUYEeCKU, aZlanTaljMOHHbIN U MY/IbTUIIMKATUBHBIM.

1. TTox K/IaCCUUECKUM pEXKUMOM KOMMYHHUKAILUHM TIOHUMAKOTCA COeJUHeHHsi Ha 0a3se
cradgaptHoro HTTP amanTepa, uMrieMeHTHpoOBaHHOTO HerocpefctBeHHO B HLK mnipuoxkeHnue.
ITaHHBIM PeXXUM TIperiosaraeT, uTto y3/bl WM peTpaHcasaTopbl (Ha Oa3e HLA=http) 3apanee
BBICTABJISIIOT CITMCOK BO3MOXKHBIX COeIMHEHHH, uTOOBI fjajiee UMeTb BO3MOXKHOCTh He TOJBKO
TIPUHUMATh, HO U YCITeITHO OTTPAaB/ATh COOOIIeHNs], TeM caMbiM (DOPMUPYS AYTUVIEKCHYIO CBSI3b.
PekomeHzyeTCss TIpUMEHSITb B CUTyalUsiX, Korja wucnojb3oBaHue HTTP-ripotokosa siBisieTcs
[IOCTaTOYHBIM YCJ/IOBMEM, a CeTeBble aJjpeca YYaCTHUKOB SIBJISIFOTCS JOCTYITHBIMU, CTaTUYHBIMU U
3apaHee U3BeCTHbIMHU (BHECEHHBIMU B CIIMCOK COeJMHEHUH),
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PucyHok 4. Knaccryeckuii pexxum:
Hidden-Lake = (IT";=; HLS;) x HLK

2. Tlog aganTaljMOHHBIM PEXUMOM KOMMYHHUKAL[UM TIOHMMAlOTCS COeJuHeHHs1 Ha Oa3se
MPOTOKOJ1a (MM T1aTGOpMbI CBSI3W) OTIMUHOTO OT ctaHgapTHoro HTTP azjanrepa. Takoii pexkum
KOMMYHMKAL[MM TI03BOJIIeT OTZENSATh peanu3aljii0 OT KOHKDETHOW WCIMO/Ib3yeMON TeXHOJOTHU
(HTTP npotokoJia), U Aajiee rMpyUcriocabsmBath eé K MHOXeCTBY Apyrux npotokosios (TCP, UDP,
QUIC u T1.n.) wiu maathopMm CBsa3M (couyanbHble CeTH, MecCeHA)Kepbl, (GOpyMbl U T.A.).
PekoMeHAyeTcsi TIPUMEHSITh B CUTYaLMsX, KOTJa Y KOMMYHHKALIMOHHOW CHCTeMbl MPUCYTCTBYET
psii OrpaHUYeHHi, Kak HarpuMmep, HEBO3MOKHOCTb YCTAaHOBKU CTaTUUHBLIX CETeBBbIX aZipecos,
CTMIMCOK YUYaCTHUKOB CETH 3apaHee He MOXXeT ObITh HW3BeCTeH, npumMeHeHue 0Oa3zoBoro HTTP
TIPOTOKOJIa HEBO3MO>KHO B BLIODAHHOM KOMMYHHUKAI[MOHHOMW Cpejie U T.7.,

 Alice : : Bob ,
1 1 1 1
1 1 1 1
1 HLK [ HLA=<proto> T T HLA=<proto> H HLK 1
: \ <proto> ;
Tl — e
1 1 1 1
A N e T S |
: : : l :
1 1 1 1
1 | HLS, | | HLS, HLS,| 1 HLS; | | HLS, HLS, | 1
1 1 1 1
1 1 1 1
1 1 1 1

PucyHok 5. AflanTalluOHHBIN PeXUM:
Hidden-Lake = (IT";=; HLS;) * HLK x HLA=<proto>

3. Tlog MyJIbTUIJIMKATUBHBIM PEXKMMOM KOMMYHHUKAI[UM TIOHUMAIOTCSI COeIMHEHUS Ha Oase
HECKOJIbKUX TPOTOKOJIOB W/WIM TUIaThOPM CBSI3U O0BeAMHEHHBIX MeXay cobout eauHbiM HTTP
agantepoM. CraHgaptHbii HTTP agmantep, Haxogsmmiics B HLK mnpunokeHuu, He criocobeH
BBIMOJIHATh PETPAHC/IMPYIONIYI0 (QYHKIIHIO, T.e. He Croco0OeH rnepeaBaTh COOOIEHUS TIPUHSATHIE
u3 aganrtepa HLA=<proto,> Ha MHOXeCTBO Jpyrux ajgantepoB HLA=<proto;>, das i=1, 2, ..., x-
1,x+1,..,m. Tlo 3TOM TpUUKWHE CTAaHOBUTCS HEOOXOAMMBIM CYIIeCTBOBAaHHE [OTIO/THSIOIIEro
HTTP aganTepa, KOTOpBIi ObI pHZiep>KUBajICS Kak 6a30BOro MpOTOKOJIa, TaK U peTpaHC/IUpYoLLeit
¢byHKIMM. PekomeH/yeTCsl IPUMEHSITh B CUTyaLUsiX, KOrJa CyLeCTBYeT HeCKOIbKO TIaT(opMm
CBsI3W, OOJBIIMHCTBO W3 KOTOPBIX SB/SIOTCS HecTaOMIbHBIME (c/1aboe obopyoBaHUe,
HeKOppeKTHOe (YHKLIMOHUPOBaHUe, yacThle 00HOBeHus1 API) win Bpaxje6HO HaCTPOEHHBIMHU K
aBTOMaTHU3aluy (HeoOX0JUMOCTh aBTOpH3alliH, OJIOKUPOBaHMe aKKayHTOB, YCTaHOBKA TaliMayTOB
MeX/ly orepaLusiMu, IPOBepKa BbIMIOJTHEHUS 3a/lauy — PellieHre KarTy, BbIIo/IHeHUe JS-CKPUIITOB).

22



| Alice ; : Bob |
: HLA; |—— —— — HLA; .
1 | HLK | HLA=http — HLA, <P 17 HLA, [ HLA=http |— HLK | 1
1 I <proto,> 1 1
1 T T )
1 1 1 1
HLA HLA
! L | <protop,> | Ll -
1 1 1 1
1 1 1 1
| Hesy || Hesy || [ Hesa | S i | HLS, || HLS, HLS, | 1
1 1 1 ]
1 1 1 1

PucyHok 6. My/nbTUIIIMKaTHBHBIN PEXXHM:
Hidden-Lake = (H-nizl HLSI) x HLK % HLA:http X (Hmj:I HLA])

4.2. Ctek npoToKo0/10B «GP/12»

AGcTpakTHbIN XapakTep aHOHUMHOM cetu Hidden Lake ¢gopmupyeTcsi cTekoM TIPOTOKOJIOB
GP/12 (cokpaienue ot go-peer? u 1,2 — cyion mudpoBaHus '), aHaIOrMUYHBIM 10 CBOEH CYTH CTEKY
ripotokosioB TCP/IP. B HéM TakKe TMPUCYTCTBYIOT 4eThbipe YPOBHs: KaHanbHbIM (CL), ceTeBol
(NL), rpancnioptssiii (TL) u npuknazgHoii (AL), HO Mpu 5TOM UMeeTcs psifi, C/IeAYIOLIMX OTINUMIA:

m m'z(hm) c=E(m) c"=E"(c)

Produce

TL > NL > CcL —> Consume

v
>
v

PucyHnok 7. Crek nporokosios GP/12

1. GP/12 upeHTudULMpPYeT y3/bl M0 MyO/JUUHBIM K/Tt0YaM, a He 1o IP agpecam,
2. GP/12 MoxeT UCMO/Ib30BaTh 3ajlauy TeOpeTUUeCKH 10Ka3yemMoill aHOHUMHOCTH,
3. GP/12 He 3aBUCHUT OT CeTeBbIX POTOKOJIOB U CUCTeM KOMMYHUKaI[WH,

4. GP/12 ucrions3yeT cxeMy CKBO3HOTO (end-to-end) mvdpoBaHus.

KaHanmbHbI ypoBeHb B ceTeBod Mozenud GP/12 mpexcraBisieT coOoi pacrpocTpaHeHHe
cooOIIleHHiT MeTO/IOM  3a/IMBOYHOM MapIIpyTH3aluuu. [laHHBIM ypOBEHb XapaKTepU3yeTCs
NpUMeHeHHeM BTOpOro STamna IMdpoBaHus, KOrJa BakeH caMm (haKT YCIelIHOW Mepejauun
coobiieHus1 BceM CBouMM coeZiiHeHUsiM. CeTeBOM ypOBeHb TpeZicTaB/sieT c000i pacrpocTpaHeHHe
Co0OIIIeHH TI0 KOHKDETHBIM y3/laM CeTH, WCIOJB3Yys i 3TOro MyOJIMYHbIe K/IOUM B POJIH
uaeHTU(UKaTOpoB. [laHHBIM YpOBeHb XapaKTepu3yeTcs T[pUMeHeHWeM TIepBOro 3Tara

12 Periosutopuii rpoekTa go-peer: https://github.com/number571/go-peer. B go-peer coziepxarcs Bce
OCHOBHbIE MOAYJH: (YHKIUM IHGPOBaHUsA, paboTa C ouepebi0 COODIEHUH, ceTeBoe B3aWMO/IeHCTBHE.
Hidden Lake, B cBOIO 0uepe/ib, aKTHBHO TIPUMEHSIET ZIAHHbIE KOMITOHEHTHI [IjIs peaTu3ariii TaKUX CEPBUCOB,
kak HLK, HLA=tcp. [nsi cetu Hidden Lake npoekT go-peer paHee siB/siicst (hpeiiMBOPKOM T10 TIPUUMHE UX
o011iet MpUHa/IeKHOCTH K KOJI0BOH 0Oa3e 1 penr3HbIM BepcusiM. Ceifuac JaHHbIe TIPOEKTHI Pa3/esieHbl.

13 Criont mmdporanust uAyT B 06pPaTHOM IMOPSIIKE OTHOCUTE/ILHO ITAaroB MIU(PPOBAHUS, T.e. TIePBbIM
csoi mMpoBaHUsL = BTOPOM 3Tal IWK(POBaHKUS, BTOPOU C/I0M IM(pPOBaHUs = MMePBbIi 3Tam (pPOBaHUS.
Pa3nMuHOCTL MOPSAKOB CBsA3aHA C PA3/IMUHOCTBIO CXeM Ha KOTOPBIX 0a3sHUpPYIOTCA [JaHHbIE OTIpe/leIeHusl.
Crnou mmbpoBaHUs UCXOJAT U3 TOTO — KaK Coo0IeHre OyeT MoyyeHo, 3Tarbl MUGPOBaHUS UCXOMAT U3
TOro — Kak coobienue 6yaer otrpasieHo. UToObl He ObLIO MyTaHMIILI, B JAHHOW paboTe MCIOJb3yeTcs
TIPerMYyIIleCTBEHHO OTpefie/ieHre «3Tarlbl (POBaHMUs», a UCKTFOUeHUeM SIBJISIeTCS JIUIIb Mozesb «GP/12».
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1 poBaHus, KOr/ja BayKHa KOHPUIEHI[MATBHOCTb M ayTEHTUYHOCTb co0bmmeHmid. TpaHCOpTHBIN
YPOBeHb  TIpeACTaBjsieT Co0OW  MapIIpyTHU3al[Ui0  OTKPBITBIX  COOOIeHudd  (yCIelrHo
paciM(poBaHHBIX) MO KOHKPETHO 3a/laHHbIM IPUKJaJHBIM cepBucaM. [IpukiaZHON ypOBeHb
TIpe/ICTaB/IsieT COO0M TIPUHSITHE OTKPBITOrO COOOIEHUs C AajbHelIeil ero oopaboTKoi. Takum
obpa3om, ctek npoTokoyoB GP/12 MoxeT ObITh M300paKéH KaK KOMITO3ULUS YeTHIPEX YPOBHEH C
no3uLu npuHsTHs coobirenuii: CL x NL x TL x AL.

BcnencTBre  BBILIEONMCAHHOTO, HWCIOJHEHWE TI0JTHOTO CTeka TpoTtokosioB GP/12 ot
KaHa/JbHOrO /10 TIPUK/IAJHOTO YPOBHEM BO3MOJKHO JIMIIb C MCIOJb30BaHMEM MHHUMYM JIBYX
cepBucoB B cetd Hidden Lake, T.x. HLK, sBnssick spoM ceTH, MOKpbIBAeT JIMILIbL [epBble TPU
ypoBHsi: CL, NL, TL, B To BpeMsi Kak Moc/jefHHi ypoBeHb AL MOXeT ObITh TOKDBIT JIHILb
WCTIOb30BaHUeM TIPUK/Ia[HbIX TipuaoxkeHudd mo Tuny: HLS=messenger, HLS=filesharer,
HLS=remoter, HLS=pinger u T1.71.

1 1 ! W ! ! !
1 i ! o ! ! :
1 1 1 1

' HLSp | - -1=1- ${ HLKa | - -1-1- { HLK, | - -1-1- »{ HLA, |
1 ] 1 1

1 :I :I :| :
1 1 1 ' 1 "

] :I :I & :I i Y !
1 P ! W ! ! :
: m o m '} |HLKg |[€- L - {HLAg [« HLA |
1 1 1 1 !
1 :I :| :I 1
1 L W ! ¢ ! e !
1 1 ! W ! p ! !
1 i ! W ! ! 1
: HLSc [~ +L - {HLKc [~ +L - { HLK [~ + - - { HLAC | :
1 :I :I :| !
1 P ! i ! ! 1
le e e e ee--- | QR e e e e e---- L e e e ee .- - ------ I

AL TL NL CL

Pucynok 8. Mogens GP/12 Ha npumepe cetu Hidden Lake, roe A — otipaButens, C — nosyuaTteb

Takxe, cereBasi Mojienib GP/12 HeobOsi3aTe/IbHO JJO/KHA 00/1a/1aTh CBOMCTBOM aHOHUMHOCTH
n3-3a yero cepsuc HLK, npu ynanénnoi QB-3agaue c uenbto coxpaHenust GP/12 coBmecTuMocTH,
MOXKeT ObITb 3aMeHEH Komro3uiued u3 Tpéx cepBucoB: D x Encryptor x HLA=<proto>,
TIPeIOCTABJISAIOIUX TPETUM, BTOPOU U TIePBbIM YPDOBHU COOTBETCTBeHHO. Ha 6a3e maHHoro moaxo/a
OBUIO CO3/IaHO TIpUIOXKeHHe secpy-chat!4,

Anonumusaiusi Tpadurka dhopMupyercs Ha BTopoM ypoBHe cteka GP/12, korga ¢yHKiust
reHepalyu cooOIleHnii HauMHAeT ObITh HePAa3pPhIBHO CBSi3aHa C KAKOW-IMO0 aHOHUMH3UPYHOIeH
3amaueid. 3To MoxeT ObITh Kak QB, Tak 1 DC, EI —3agaun. OCHOBHOe orpaHMYeHHe B TAKOM BbIOOpe
3aK/II0uaeTcsi B HEOOXOZMMOCTH CYIIIeCTBOBAHHS TEOPETUYEeCKOW JoKa3yeMoCTH, 0e3 KOTopoit
HEBO3MOXXKHO OyzieT fanee ¢OpMHpOBaTh abCTPAaKTHYIO CHCTEMY CO CBOWCTBOM aHOHUMHOCTH.
Ecm 6yayT npumensTtsest Proxy v Onion —3afaum, TO B TAKOM C/ydae ceTh Ha Oase ceTeBoit
mogienii GP/12 He cTaHeT 60siee aHOHUMHOM, TIOTOMY Kak 3THUM 3ajiauam, Zjisi CBOero KOPPEKTHOTO
WCIIO/THEeHUs], TpeOyeTCss HEMOHOIMTHASI CUCTEMa, UTO TIPOTUBOPEUUT OTpeZie/ieHHI0 abCTPaKTHBIX
AHOHMMHBIX CeTel, [UI KOTOPbIX Ha/JMuue L|eHTpa/au3aliyd HHMKAaK He CKa3blBaeTCs Ha KauyecTBO
WUTOrOBOW aHOHUMHU3ALUH.

Hnst cBoeli peanu3aliyd CTeKy MpoTokKoysioB GP/12 [nocTaTOUHO /ML CYIeCTBOBaHUS
ceteBbIX UHTep(elicoB Produce u Consume, BcjiejCTBHE Yero OH MOXKeT a/|JaliTUPOBaThCS Janee K
KOHKDeTHOM cpefie KOMMyHUKaliuu. Tak Haripumep, mojenb GP/12 B cetu Hidden Lake mo

14 Periosuropuit punoxenus secpy-chat: https://github.com/number571/secpy-chat.
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YMO/TUaHHUI0 0a3upyeTcss Ha TIPOTOKOJIe MpUKAagHoro ypoBHss HTTP, a mpu moMoiu CepBUCOB
HLA (amantepoB) MoXXeT 0a3UpOBaTbCs KakK TMOBEPX MPOTOKOJIOB TpaHCIOpTHOro ypoBHsS: TCP,
UDP, QUIC, npuknazgsoro yposHs: SSH, FTP, SMTP u 1.1, Tak u BoBce BHe Mozenu TCP/IP, kak
TpuMep, UCII0/1b30BaB paJyoBelljaHue UiIu CUCTeMy BUAUMOrO CBeTa.

5. IIporpamMmHasn peanu3anusa

MareMaTHueCKre MO/Ie/A TI03BOJISIFOT BBISBUTH KOPPEKTHOCTD 00I1Iel JIOTUKY paboThl, HO He
TI03BOJISFOT OTpe/ie/IMTh 6€30MacHOCTb KOHKPETHOH peanu3aljuu. Tak HarpuMep, Mbl MOYKEM JIHIITh
TIpe/roaraTh, UTo Kakasi-mioo (GyHKIMsS WiM MPUHUMaeMoe el 3HaueHue Oyzet 6e3omacHbIM. Tem
He MeHee BCE 3TO HUUEro He TOBOPUT O KOHKPETHOH peayu3aliiy, BbIOMpaeMbIX TapameTpax,
MO/Ie/IM YIpOo3 U MO/X0/laX MPOeKTUpoBaHus. TakuM o06pa3oM, HeoOXOAUMO Y/IeJTUTh BHUMaHUE He
TONMBKO 00memMy omucanuto pabotel cetd Hidden Lake, HO ¥ mogpoOHOMY W3/I0KEHHIO eé
CTPYKTYPHBIX ¥ KOH(UTYpPaI[HOHHBIX TTaPaMEeTPOB.

5.1. CTpyKTypHBIe IapaMeTphbl

1. CummerpuyHasi GpyHKIMs mmdppoBanus Ey onpezaensiercss 6yiounbM anroputmom AES c
JUTMHOM K/roua 256 out B pexxume mmdposanus CFB, rae ¢ = IV, ¢; = Ex(ci.1) Xor m;.

: ! !

Block cipher Block cipher Block cipher
encryption encryption encryption

| Plaintext |—) xor Plaintext xor | Plaintext |—) xor

Ciphertext Ciphertext Ciphertext

Key Key Key

PucyHok 9. Pexxum umdposanust CFB (pexkuM 00paTHOM CBsI3H 110 MG PTEKCTY)

aHHBIN pe>kuM MpoBaHUs ObIT BLIOPAH C YUETOM CJ/IeAYIOIUX MOMEHTOB:

1. Pexxumy mmidpoBanuss CFB He TpeOytoTcs pomnosHenus (padding), kak 3To Tpebyercst
Haripumep pexkumy Mmmdpoanuss CBC (pexuM creryieHUs: 0JIOKOB IIM(PTEKCTOR).
BcnenctBre 3TOro ympoILaeTcss BBICTaB/IeHHWe CTAaTHUHOTO pa3Mepa LIM(ppPOBAHHOTO
coo0I1IeHus1, a TaKXKe TMKBUAUPYIOTCS BO3MOXKHBIE aTaKu opakysna [17],

2. Pexum mmdpoBanuss CFB He sBsieTCS TMOTOYHBIM PEXMMOM ILIM(POBaHUS, Kak
Harpumep OFB (pexkxum obpatHoi cBsi3u 1o Beixoay) wi CTR (pekum cuéTumka).
Bcnenacteue storo, y CFB oTcyTcTByeT ripobiema B Jivije TTIOBTOPSIeMOCTH raMMbl. Eciin
IV (BeKTOp MHHULMAIM3ALK) TIOBTOPUTCS, TO 3TO MPUBEJET K KyZia MeHbILNM MpobieMam
6e3oracHoctu, uem rpu OFB, CTR pexkumax [6, ¢.93],
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3. Pexxum mmdpoBanusi CFB He TpeOyeT oT anroputmoB mmmdpoBaHus COOMOfeHUs
TOYHBIX TIAPAMETPOB, Kak Harpumep, 128-OutHble G0k mpu pexxume GCM (pexum
cuéTumrka c ayreHTu(uKarmei [amya) [18, c.190], a Takxxe He TpebyeT OT aJrOpPUTMOB
(GyHKLMM paclM(poBaHusi, UTO I[103BO/ISIET He TOJIbKO YIIPOCTUThH 3aMeHSIeMOCThb
Hebe3omacHbIX WIKM(GPOB, HO U HCMO/b30BaTh B KauecTBe TMPOLeAyphl MIM(pPOBaHUs
0/IHOCTOpOHHHKe (yHKIMM [19, .282],

4. He ucrnonb3oBasicsa pexxuMm mmdpoBaHuss GCM Takxke U MO MNPUYMHE M3UIITHUX
oreparuii ayTeHTU(UKALIMKU ¥ XpaHeHUs TOKeHOB. [1epBbiii U BTOPO# 3Taribl M POBaHUs
WCIIO/B3YIOT pasHble Crioco0bl ayTeHTH(YKaIK coobieHnid. BeeacTeue 3Toro, B iaHe
riOKOCTH UCTo/b30BaHus, pexkuM CFB cTaHOBHUTCSsT 60Jiee Mpe/iNOuTUTETbHBIM,

2. AcummetpuuHas GyHKLMA wmdposanus E,,, onpepenserca aaroputmoM ML-KEM-768
(o cranpaprusanuu — Kyber-768) [20]. AcummerpuuHas (QYHKLUUA TIOANUCAHUA  Spiy
orpeziesnisiercsi anroputMoM ML-DSA-65 (mo crangaptuzaiuu — Dilithium-M3) [21]. Beibop
TaKOBBIX aJOPUTMOB ObIN cZiesiaH ¢ yuétom rogrotoBku cetv Hidden Lake kK mocTkBaHTOBO#M
kpunrorpadguu. YcraHoBsneHue F2F-coeauHeHusi K aOOHEHTY KOMMYHHUKAL[UM OTIpe/le/isieTCst
(akTryecku AByms mybmuHeiMM Kmodamu — ML-KEM-768 nns mmdposanus coobujenuii Ep,
(kmoyom mnonydatesnsi) ¥ ML-DSA-65 pys1 mpoBepku MNOANMMCH cOOOLIeHUN Vyp (KIHOYOM
OTIIpaBUTeJIS),

3. Ilpepnonaraercsi, 4To K/IHOU CeTM Ha BTOPOM 3Tare WIM(POBaHUS DPeJKO MeHseTcs,
o6/1ajjlaeT BBICOKOW SHTpPOMMEN U He sBisieTcsi maponeM. Ho Tak Kak K/IIOU CeTH He HMeeT
(bUKCUPOBAHHOTO pa3Mepa, OH MPOXOAUT CKBO3b (PYHKLMIO (popmupoBaHus Kmoya PBKDF2 ans
¢ukcaun pasmepa B 32 Oaiir, uero TpeOyer amroputm wmmudpoBanus AES-256.
Kpunrorpaduueckass combp U KonudectBo utepauii B PBKDF2 He 3azjarorcsi, T.e. OHU IO
YMO/TUaHUI0 paBHbI MyCTOM CTpoKe U unciy 0. Xem-¢pyHkuuel sisnsercs SHA-512,

4. B kauectBe amroputMa wumuToBcTaBkM (MAC) wucnonssyercs HMAC-SHA-384.
be3onaciocts HMAC 3aBUCHT OT ucrosb3yeMoi um xem-¢pyHkuuu [18, c.168]. BesomnacHocTh
SHA-384 MoseT ObITB OTpeZiesieHa CTOMKOCTBIO B 384 OUT Ipu 3a/iaye TIOMCKA TIEPBOTO ¥ BTOPOTO
npoo0Opa3oB, ¥ B 192 OUT K MOMCKY KOJUTM3UI, UCXO/IS U3 aTakK MapajioKca AHel poxaenus [6, ¢.52],

5. KonmmuecTBeHHble U HensMeHsieMble IapameTpsl anroputMos AES-256, SHA-384, ML-
KEM-768, ML-DSA-64 Obiii BbIOpaHbl C KOHCEPBAaTMBHOW TOUKW 3DEHUS [jisi COXPaHEeHHs
JIOCTaTOYHOTO ypPOBHsS 0e30MacHOCTM B peanusix TOCTKBAaHTOBOM KpunTorpaduu [5, c.131].
Anroputm ['poBepa TeopeTUUeCKH 103BOJISIET YMEHBLIUTb 6e3011acHOCTh CHMMETPUUHBIX 1IHGPOB
K aTakaM repebopa U xell-pyHKLUWN K TIOMCKY KOJIJTM3UM, COKPAaTHB HeoOXOAUMOe KOUYeCTBO
BHIUMC/IeHHI 70 272 m 2™3, rge n — AaMHA Kaoya CMMMeTPUYHOro mmdpa, m — pasmep
pe3y/IbTUPYIoIero 0/i0Ka xel-GhyHKIUU. TakuM oOpa3oM, TIpu ucrob3oBannu AES-256 u SHA-
384, muHrManbHasi 6e3omacHoCTb OyeT orpezensThes 128 GuUTamMu, UTO SIBISETCS YCTOMUMBBIM
3HaueHWeM K arakam mepebopa. TIpy OTCYyTCTBUM KBaHTOBLIX KOMITbIOTEDOB, MUHHMaJIbHAsI
6e3omacHocTb OyzeT onpezensTbes anroputMamu ML-KEM-768 u ML-DSA-64, 6e3omacHOCTb
KOTOPBIX CpaBHUMA C 192 OUTHBIM 3HAaUeHHEM,

6. Hu nepBeiii 5Tan mwMpoBaHus, HU BTOPOM He 3alllMIIA0T OT aTakKu BOCIPOU3BE/IeHUsS
MOBTOPHBIX coobujeHuit [6, c.279], rme cmycTts ornpefenéHHBIA TIepUoOs, BpeMeHU t
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3/I0yMBIIIJIEHHUKOM MOXeT OBITh TpPaHC/JMPOBAaHO BHOBb, COXPAaHEHHOE paHee WM Ke,
mmdpoBaHHoe coobieHre. Takoe coobiieHue OyzieT TIOJHOCTHIO BEPHBIM, T.K. OHO OBbUIO
CreHepUpOBaHO OJIHUM W3 YYaCTHUKOB CeTH. [l 3aiuThl OT TIOZ0OHOT0 BU/a aTak, ceth Hidden
Lake moctymaeT Haubosiee MPOCTbIM U PaJIUKATbHBIM CIIOCOOOM, COXpaHss XeIld COOOIEeHUH B
cBoO0 JioKaabHyt0 bBJ/I. [JaHHBIM TOAXOJ TMO3BOJISET TOJHOCTBIO HCK/IHOUUTh BO3MOXXHOCTh
YCITEIITHOTO TIPUHATHS y0/MKATOB, B TOM UMCJ/Ie U MPH Tiepe3arpy3Ke y37/a, a TakKe YIPOCTUTD B
o01ieM mpoleaypy [AeAyIUIMKAl[dd, TIOCPeJCTBOM HCK/IIOUEHUs AOTOTHUTEbHBIX MPOBEPOK
coo011jeHun B mpe/iesiax BpeMEeHHBIX OKOH.

K coxaneHuto, 3amuTa y3jia OT TIPUHATHS W TOC/enykomleli oO0paboTKu IyO/MpyOLHX
Co0OIIIeHHH HUKaK He 3all[{IIaeT OT BOCIIPOW3BEIeHHs 3/I0YMbIIIIEHHUKOM COOOITeHHH, KOTOpbIe
emlé He OBLIM TIPUHATHI y3710M HerocpecTBeHHO BriafetoiiuM B/l. Takoe cOObITHE CTaHOBUTCS
BO3MOJKHBIM, €C/IM y3eq OTCYTCTBOBa/l B TepUObI TreHepaluyd IIU(PTEKCTOB OCTaBIIUMUCS
yuaCTHHKaMH CUCTeMbl. BcieficTBUe 3TOT0, 3/10YMBIIIEHHUK MOXKeT Harpy3uTh HOBOTIPUOBIBILIN
y3eJl CTapbIMU U JIaBHO 3a0BITBIMU COOOIIIEHUsMU CeTU. 3all[UTUTHCS OT 3TOW aTaKu BO3MOXKHO,
eC/Ii TIOJK/TFOUUTHCS K JIaBHO paboTaroleMy aHOHMUMU3UPYIOLIEMY Y371y WIH PeTpPaHC/ISITOpY,
COXpaHMBILIEMY UCTOPHIO MIPUHSATHIX CO0OIleHni. B TakoM ciiyuae OH HAUHET BBICTYTATh B POJIU
MEXKCeTeBOro KpaHa, pasrpaHWuWBasi CTapble W HOBble MU(MPTEKCThI. EIé 0HUM BO3MOXKHBIM
pellieHreM MOJKeT CTaTh 0OHOBJIeHHe KJTFoUa CeTH K, ecii B cucTeMe ObIJI0 CreHepUPOBAaHO MHOTO
TpaduKa, a JaBHO (DYHKILIMOHUPYIOIIHE y3/Ibl HEU3BEeCTHBI T HEeZIOCTYITHBI.

[obapyieHne >ke MeTKA BpeMeHM ¢ Ha KaKoe COOOIljeHWe BTOPOTO JTara IMM(poBaHUs
HaMpOTHB, CMIOCOOHO HAPYIIUThL aHOHUMHOCTh QB-3az1auM, T.K. TIPYU HETIPABU/IBHOM peanu3alin
MOJKET CO03/laTh [IOTIOJIHUTE/LHYI0 CBSI3b B TeHepaluu IHU(PTEKCTOB W CZejaTh 3ajaudy
CHCTeMaTUYHOCTH P(5) 7erko pertaeMoii. Tak Harpumep, MpU CO3AaHUM UCTUHHOTO COOOLeHUs
MeTKa BpeMeHH Oy/ieT (GDMKCHPOBaThCS He HAa MOMEHTE OTIIPABJ/IEHUSs, a HA MOMeHTe reHeparuu. [10
TIPUYMHE TOTO, 4YTO COOOIeHUs W3 Ouepeu OTIIPABJSIOTCS TI0C/Ae0BaTeIbHO B CETb, TO
CreHepyUpOBaHHBIN 3apaHee JIOKHBIN IUGPTEKCT OyzeT 06/1a1aTh METKOM BpeMeHH MTPUOJIKeHHOU
K MeTKe OTKpBITOro cooOieHus. VIHbIMU c/ioBaMH, OyJeT TpOC/eXUBAaThCS CBS3b T'eHepaluu
WUCTUHHBIX COOOIIEHUI IMOCPeACTBOM CYILeCTBOBAHUS [BYX METOK BPEMEHH, pasHHUIla MEeXIy
KOTOPBIMHM OyZIeT MeHbllle OfHOro Tiepuosa. CUTyaldi0 MOXXHO W3MEHHThb, 3aMEHMB JIOXKHBIN
IIMQPPTEKCT UCTUHHBLIM, a He TIPOCTO OTO/BUHYB JIOXKHBIM HMIMGPTEKCT B ouepeau. Ho, moMumo
JIAHHOM TMpO0J/IeMbI, B MeXaHU3Me reHeparyy MU(PTEKCTOB [0/DKEH ObITh TaK)Ke YUTEH MOMEHT
yKa3aHusl MeTKA BpeMeHH ¢ B 3aBUCUMOCTH OT Tiepro/ia reHepaiiuu T. IHbIMU C/IOBaMH, AJisi N-020
coo011leHusi B ouepe/ii MeTKa BpeMeHH [J0/DKHA UMeTh CJleAyIoIui BU;: t = now + nT, 20e now —
TeKylllee Bpems. [laHHOe pellleHWe MOXKeT 00/aJaTb TakKe U HeraTUBHbIM 3¢ deKToM, eciiu
CKOpOCTh TeHepaluu IMU(PTEKCTOB, HArpyuMep MpU OOJBbIION 3arpy>KeHHOCTH y3/a, He Oynert
TIocrieBaTh 3a MeTKOM BpeMeHU. B Takom ciiydyae MoykeT BO3HUKHYTh paCCUHXPOHHK3aLUs ouepe/ieit
TI0 MeTKe BpeMeHU MeK/1y UCTUHHBIMHU U JIOXKHBIMU Coo01rieHusiMU. CUTYaI[I0 MOYKHO U3MEHUTh
TIOCTOSTHHBIM Y/la/IeHHeM CTapbIX CreHepUPOBaHHBIX IM(PTEKCTOB U3 OUepe/ iy, HO B TAKOM CJiyuae
TIOSIBUTCSI PUCK TIOTEPY UCTUHHBIX COOOIeHHIA, KOTOPBIe Zla’ke He OTITPABJISIUCE B CETh,

7. B ommmune or kmaccuyeckoro onuvcanHusi QB-cerey, B peanu3anyy npoekTa go-peer
CTPYKTypa oudepefer (Q mpejcTaB/ieHa JBYMsI OUepe/ssMU: Ouepe/bl0 UCTUHHBIX Qx U 0Uepebro
JIOXHBIX Q, COOOIIeHU Jajee C/IUBAIOIIUXCS B ofHY. HeoOX0AUMOCTh B ABYX OUepessx
o0ycaBuBaeTCs HYXX/I0M B ()OHOBOM reHeparuy JIOKHBIX COOOIIeHH, UTOOBI TPHU JOCTI>KEHUH
niepriozia t ouepeab Q, IperMyIIeCTBEHHO Oblia HermycToi. B cBOIO ouepesib Takast Hy’K/ja CBsi3aHa
HeIroCpe/ICTBEHHO C aJArOPUTMOM JlOKa3aTelbCTBa pabOThI, KOTOPBIN 3HAUMTENBLHO 3aMefiisieT
mrppoBaHre COOOIIeHNH, BC/IeACTBIE Yero BBICTABIEHHBIN TepHO/ reHepaluy t MOXeT ObITh
pacupeH. XOTb CUTyalusi B TakOM Cjyyae M cxoxa C Ilpumepom T1:3, TeM He MeHee,
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CUCTEMATHUYHOCTb a/ITOPUTMA 34eChb He HdPYUIde€TCd, T.K. reHepalud HCTHUHHBIX W JIOJKHBIX
COO6LL[€HHI>1 IMPOMCXOOWT HE Ha MOMEHTE MX OTIIPABJ/IEHHS, d HA MOMEHTE ITOMEIIeHNA UX B OUepelb,

Qk

Cq C2 Ch-1 Cn

if Qel=nil

if Qu=nil

Cq Co e Ch-1 Ch

Pucynok 10. Cxema BOMHOM ouepeid COOOIEeHHI B MPOEKTe go-peer

8. AmnxonumHasi cetb Hidden Lake MokeT ObITh ysi3BMMa K aKTHBHBIM KOOTIEPHUPYIOIIAM
HabmofaTensM, ecy TakoBble Oy/IyT MPUCYTCTBOBATh B CIHCKE /Ipy3eil Y HeCKO/IbKMX aOOHEHTOB
CUCTeMbI C OTCYTCTBYIOLIMMU MYJ/IbTH-O4YepeissMU. B TakoM cityuae, TOMUMO yXy/JIIeHMs] KauecTBa
AQHOHMMHOCTH: C 3a/lau¥ CKPBITUS (paKTa KOMMYHHKAIUY [I0 COKPBITHSL CBSI3U MeXKy aboOHeHTaMu
KOMMYHHMKalUM, TakKXe IOSBUTCS M PUCK pelleHUs / JeaHOHMMU3aLuu camoi QB-3agaum.
[TpobsieMy MOXKHO peILIUTb CO3/laHMeM HeCKOIbKuX ouepesedt Qyi, Qo ..., Qkn AT KaXKAOTO
OTZebHOTO aboHeHTa (C MCTO/b30BaHHMEM HACTPOMKHU (bp_consumers=n), HO B TaKOM Cjy4ae
yBeJMUHUTCS 0011jee BpeMsi OTBeTa B n pa3. [pyruM criocoboMm peltieHus JaHHOM 1TPOOeMbl MOKeT
CTaThb U3MeHeHHe MO/eJId yrpo3, B KOTOPOW [pyT anpuopu OyzeT paBeH J0BepeHHOMY Y37y, a
noToMy He Oy/leT 3aMHTepecOBaH M 3afleiCTBOBAH B MpOLieypax JeaHOHMMM3aUuuu. Ha Takom
KoHCTpyKTe F2F-crctem npenmyiiectBeHHO Oa3upyetcs cetb Hidden Lake,

9. Mogens yrpo3 aHoHuMHOM cetd Hidden Lake orpaHuumBaeTcsi MCKIHOUUTETHHO
3alUTOM CeTeBbIX KOMMYHMKAL[MM MeXZy eé yuyaCcTHMKaMH, UTO, B CBOIO Ouepe/b, IpeAroaaraeT
OTCYTCTBHE KaKUX-/TMOO [JOTIOIHUTE/bHBIX Mep, AeHCTBUM U YCIOBUI HalpaB/eHHbIX Ha 3allUTy
TIPUBATHBIX KItOUel, 6a3 JaHHBIX, KOH(OUTYPAIIMOHHBIX (PAlIOB WM B3aUMOJEMCTBUIA CEPBHUCOB
MeXXly co00i B yC/IOBUSIX JIOKA/IbHOM CpeZibl UCTIO/IHeHUs. BeecTBUe 3TOrO0, NpeinpuHuMaeMble
Mepbl i1 obecrieueHUst 6e30TMAaCHOCTH JIOKAJBHOTO OKPY’)KeHWsl, B YCJOBHUSIX CYIL[eCTBOBaHUS
YyBCTBUTENbHOM MHGOpPMALMM, [O/DKHBI ObITb BO37IOKeHbI Ha 0oslee HH3KHe ypPOBHU
B3aMMO/IeMCTBYsL, KakK HarpuMep: BbICTaB/eHMe IIpaB JoCTyna K (ainaM M Iporeccam,
V30/IMpOBaHKe NIPOrpaMM I0Cpe/iCTBOM MCII0/Ib30BaHUS BUPTYa/IbHOIO OKPY>KeHUsl, IPOrpaMMHOe
Y anrapaTHoe IO0JHO/IMCKOBOe IIM(ppoBaHKe, orpaHuyeHue (pU3M4YecKoro AOCTyIa K annapaTHbIM
CpeZicTBaM /i1l TPeTbUX JIULL U T.J,.

5.2. KoHdurypanuoHHbie mapamMeTpbl

1. TToaxop coxpaHeHUs Xelllel BCeX paHee TIPUHSATHIX COOOIIEeHUH TakXe MMeeT MUHYC B
e ctpemsenus: 00béMa B/l K cBoeMy moctossHHOMY yBesmueHH0. Kak Tonbko nosisisietcst B/
Xelllel, eé HU B KOeM C/Tydae HeJlb3sl YIa/IsTh WK OUHIIATh, HTHaUe BCe paHee MPUHSIThIE COOOIIeHUsS
BHOBb CMOT'YT TIOBTOPUTHCS, €C/TA 3/I0YMBIIIIEHHUK Oy/leT TIPUMEeHSITh aTaKy BOCIPOW3BeeHHs
TIOBTOPHBIX CO00IIeHni. B Takol apasiurme Borpoc HaunHaeT 0a3rupoBaThCs Ha 00bEMe 1 UacToTe
TIOCTOSTHHO TeHepupyemol uHpopmaumu. Xem coobmenuss B cetd Hidden Lake — 310 xerm-
3HaueHue h = H(c') nonyyeHHoe u3 mMpTeKcTa Ha epBoM 3Tare mudposanust: ¢' = E'y. Pasmep
Xellla onpezenseTcs Kpurrorpaduyeckod xem-dyHkuyeir SHA-384, T.e. 48 Gaiitamu. Takum
oOpa3oM, OfIHO TIPHHSTOe, MO0 OTIPAB/IeHHOe YHUKa/IbHOe coobiieHue Oyaer yBennuuBaTh BI]
Ha 48 Oaiit. Ilepuoj reHepalyyd OJHOTO COOOIIEHUS OJHUM Y3/IOM paBeH 5 cekyHaaM. Eciu
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MpeANoJIOKUTh, UTO B CeTU cyljecTByeT 10 y3/10B, KaXKAbld W3 KOTOPBIX B IEPUOJ pPaBHbIA 5
CeKyH/laM reHepupyeT o/iHO (poBaHHOe CO00IIeHNe, Tora 3a 5 CeKyH/, Oy/leT CreHepHpOBaHO
u coxpaHeHo 480 baiit, b0 96 baiit B cekyHay. [lanee, ecy paCIMPUTD TIOTyUeHHBINA pe3y/IbTaT
no roga, To B/l Oyger ysenuueHa Ha ~2.781T'mB® uH(oOpMmaiyy, 4TO SBISETCS BIIOJIHE
JOMyCTUMBIM 3HaUeHHUEM,

2. C KaxIplM COXpaHEHHbIM XellleM B 0a3e [aHHBIX yMeHbllaeTcs o6mias 006/1acTh
JOMYCTUMBIX IIU(PPTEKCTOB M3-3a COMYTCTBYIOLIUX KOJIJTM3UM, CBOWCTBEHHBIX BCEeM Xelll-
byHkuyaM. BeneacTBue 3Toro, ueM 6osibliie OyzeT MPUHUMATBCS MIM(PTEKCTOB, TEM MEHbIIIE X
MOKHO Oy/eT TIpUHUMAaTh B OyzyIiieM. BeposiTHOCTh HaXxOXK[eHus Ko/uii3uu B Oosiee uem 50%
C/lyyaeB HAuMHAeTCsl I0C/Ie MNpeojosieHus nopora B 2192 mpuHATHIX IIM(PTEKCTOB /s Xell-
dbynkumu SHA-384 ¢ ucnosib30BaHMeEM K/laCCUUeCKUX KOMIbIOTepoB. [locie 3TOro ceTb HauHET
paboraTh HecTabW/IbHO, OTOpachiBasi MOJIOBUHY BCeX TPUHHMMaeMbIX CHCTeMOW COOOIIeHuH, a
e/IMHCTBEHHBIM CIOCOOOM «Ilepe3amnycka» CeTH cTaHeT yjaseHue B/ c mociezyromiedi cMeHOM
CeTeBOT0 KJItoUa U BCeX MPUBATHBIX Kitoueli. Ho Takoe cOObITHE SIB/ISIETCS HEOCYI[eCTBUMBIM, T.K.
TpebyeT coxpaHeHus 249230249209671726169463823802564608 Viub'® undopmaryn g 219 xemeit
tuna SHA-384. Ilpu cymiectBoBanuu B cety 8000-TH y3710B C MaTTepHOM reHepaLyy nu(pTeKCTOB
1.6KiB/c, T.e. Mpyu JOCTW>KEHUH JIMMHUTA TIPOIMYCKHOTO KaHama cBsizu B 100mM6uT/C, 3a rox Oyzer
coxpaHsaTbCst ~2224.8TuBY B nokampHoM BJl. TakuMmu TeMmmamu, uTOOBI TPEOJOJIETh TOPOT
HaXOXK/eHUs Kouisuid >50% ciyuaes, motpeGyercst 6osiee uem 1047 ger?s,

3. Coo0mieHus Ha TepBOM 3Tane IMM(POBAHKS MUMEIOT CTaTHYHBIA pa3mep paBHbIM 8192
0aiiT, U3 KOTOphIX 4569 OAWT yzenseTcs 3aroJIOBOYHBIM JAHHBIM: BeKTOP WHHUIMamm3anuu (16B),
xell laHHBIX (48B), moanmuce ML-DSA-65 (3309B), xern my6/imuHOTo Kiitoua oTrpaBuTesis (48B),
conb (32B), uHKancyaMpoBaHHbIA Kmou mmdpoanus ML-KEM-768 (1088B), a Takke pa3mepsl
JAHHBIX B Oaiitax: xeria (4B), mogmucu (4B), my6uuHoro kitoua (4B), conu (4B), mmdbpoBaHHOTO
6/0ka gaHHbIX (4B), monesHod Harpy3ku (4B), samonHstomux Oait (4B). Btopoit 3Tan
mrpoBaHus fobaBsieT 76 6aiiT, U3 KOTOPBIX: BeKTOp MHMLManu3anuu (16B), moka3arenbCTBO
pabotsl (8B), xemr mmdpTekcra (48B), ceteBasi Mmacka (4B). Pazmep cooOIiieHus Mocsie MOTHOTO
1mdpoBaHusi CTAaHOBUTCS paBeH 8268 6aiiT 13 KoTophix 3623 GaT SB/SFOTCS MOIe3HOM Harpy3Koii.
Taxkum obpa3om, ecy repyo/; reHepaly cooOIIeHri paBeH 5 CeKyH/laM, TOT/ja 3a OJJHY CeKyHIy
y3esl MOXKeT repefiaTh ~724.6 3HauMMbIX OalT. Eciu mpukiaZiHoe TPUIO)KeHUe Tpe/roJiaraeTt
KOMMYHMKAI[MI0 THUIMA «3alpoc-OTBeT», TOrJa BC/IeACTBME IPOU3BEAEHHOIO 3arpoca |
CYLLeCTBYIOLLIeH MOC/Iej0BaTe/IbHOCTU (0uyepe/il) HEMUHYEMO HAuHETCSl 3Tall OXKHU/JaHUSl OTBETa,
YTO TPUBEJET K ABOMHOMY YMEHBIIIEHUIO TIPOITYCKHOM CITOCcOOHOCTH /10 ~362.3 3HaUMMBIX OAlT B
CeKyH/y u3-3a YBeJIMUYeHHOT0 WHTepBaia o)KujaHusi paBHoro ~10 cekyHzgam. Utoro, eciu Oyger
TIPUCYTCTBOBATh 3a/laua mepezaud ¢aiina pasmepoMm 1Mwub 1o ceT, TO TpaHCTIOPTHUPOBKA OyeT
3aHUMAThb TIPUOMM3UTENBLHO OT ~24.1 1o ~48.2 MunyT (~1447 1 ~2894 ceKyH/i COOTBETCTBEHHO),

15 ((48 [6aiir] x 10 [y3n08B] / 5 [cekynz]) x 60 [cekyHa] x 60 [MunyT] % 24 [yacoB] x (7 [gHeit] x 4
[Hegens] + 2 [mus]) x 12 [mecsaues]) / 2°° [['uB] = 2.780914306640625 ~ 2.781I'ub.

16 (219 xemmreii] x 48[6aitr] / 28°[Mub]) = 249230249209671726169463823802564608 Vub.

17.(8000 [y3n08] x 2.781 [T'ub x 10 y3108]) / (10 [y3n0B]) = 2224.8 [T'ub x 8000 y35108B].

18 (2192[xemeii] x 48[6aiit]) / ((48 [6aiiT] x 8000 [y3108] / 5 [cekyna]) x 60 [cekyna] x 60 [munyT] %
24 [uacoB] x (7 [mue#t] x 4 [Hemensb] + 2 [gHa]) x 12 [mecsuer]) = 126131320235875626202333
088654346434865739845447 > 10¥ ner.
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4. CnoxHoctb pabotel cetn Hidden Lake ompenensiercs mapamerpom work_size_bits,
KOTOPBIM B CTaHJAPTHOM (peKoMeH/yeMoi) KOHQUTrypaLuu paBeH 22 O6urtam. [[aHHBIN TTapaMeTp
OrpaHWYMBaET MPOMYCKHYIO CIIOCOOHOCTH Ka)K/IOT0 y3/1a CeTH, IPOTUBOJEUCTBYS TeM caMbiM DoS
u DDoS arakaMm, a Takke aTrakam HalleJIeHHbIM Ha AyOnvpoBaHre COOOIIeHHIA 10 HeCKOJIBKAM
nogcetsM. JlaHHBIM TapameTp crioco0eH OmpeenisiTh MPUMEPHYIO KOJMUECTBEHHYIO TPAHULTY
y4aCTHUKOB CETH.

[MpearonouM, YTO TIPOIYCKHAsi CMOCOOHOCTh KaXKAOTO y3/7a B ceTd paBHa 100M6wMT/C,
pa3mMep reHepupyemoro coo6ieHust paBeH 8Kub, a mepuo/ reHeparyiv paBeH 5 cekyHzam. B Takom
cyuae, reperpyska cetd Oy/JeT BO3MO)KHA Npy Hanuuny 6osee yem 8000 y3a08'%. Oto, B cBOIO
ouepe/ib, SIB/ISIETCS] BepXHEU IPaHULiel He yUUThIBarOIell BO3MOXKHOCTH 3/I0HAMEPEHHBIX JeUCTBUM
CO CTOPOHBI CaMUX y37I0B, CIIOCOOHBIX reHepupoBaTh Tpaduk Gosiee ueM 3a 8Kub/5¢ = 1.6Kub/c.
be3 yuéra napametpa work_size_bits (BToporo sTamna mmgpoBaHus), eCTeCTBEHHbIM OTPAHUUEHUEM
JUTSI aTaKYHOIIUX CTAaHOBUTCS BpeMs M poBaHUs coobIieHHi (TepBbIi 3Tar imdpoBanus). Ha
niporjeccope «Intel(R) Core(TM) i7-9750H CPU @ 2.60GHz» umdpoBanue ogHoro 8Kub
coobieHus 3aHuMaeT npubamsurensHo 0.254Mc, uto B cpesHem Tpebyer 0.4 cekyHp?® ms
JIOCTV>KeHUsI TIpeZie/ibHOM BelnurHbI B 12.5Mub, ¢ JanbHel1eii BO3MO)KHOCTBIO MeperoHeHust
ceTeBOro KaHama B 250m6ut/c = (12.5/0.4)x8. B pe3ynbrare, 8000 yecTHO pabOTarOIUX Y3/10B
CTaHOBATCSI PaBHbI MeHee ueM 0JHOMY 3/10BpeJHOMY ~ 0.4.

[ns mpenoTBpalljeHUs] TaKOW pa3HULIbI BBOAUTCS TapameTp, OMpeJestoliii C/I0KHOCTh
paborel. IIpu work_size_bits=22 mmdpoBanue opHoro 8Kub cooOiienust 3aHuMaet
npubm3uTesisHO 1.98¢ Ha TOM ke mporjeccope 6e3 yuéTa BpeMeHH IMepBOro 3Tarna mndpoBaHus,
uto B cpeaHeM TpeOyeT 52.8 MuHyT?! (3168 CeKyH[) /s JOCTHXKEHHs TIPe/ie/IbHOM BeTUUUHBI B
12.5Mub. B pe3synbraTe, [ AOCTIOKEHHS TIpefiesia 370YMBIIIJIEHHUKY moTpebyercs ~3168
Tlapasiie/lbHbIX BBIUMC/IEHWH TaKOW >Ke TPOLIeCCOPHOM MOIHOCTH, YTOOBI MMEeTh BO3MOXXHOCTh
Tpeo/ionieBaTh TMPOMYCKHYIO CHOCOOHOCTh KaHana B 100MbOwut/c. BecrpepbiBHOe mmdpoBaHue
coobrrienuti pu work_size_bits=22 pacxoayet ~15% mporiecCOpHOM MOIIIHOCTH, UTO TMO3BOJISET
YBEJIMUUTh NapajieIbHOCTD B ~6.(6) pa3 asist qoctwkenus muvuta B 100%. Takum obpasom, ~3168
rapasijie/ibHbIX BBIUMC/IEHUM CPaBHUMBI C UCIoib3oBaHueM 3168 / 6.(6) ~ 475.2 dusnueckux
TIPOLIeCCOPOB, PabOTAIOIIUX Ha TMpe/ie/iaX CBOMX MOILHOCTEH.

Cutyanus AJisi 3/I0yMbIIJIeHHUKA yripoiaeTcs, ecii BMecto CPU OyzeT ucrnonb30BaThCst
GPU. Xempeiir SHA-384 s «Nvidia GTX 1080 Founders Edition» cocrasnsier ~1050 MH/s?,
B TO Bpems Kak xempeir «Intel(R) Core(TM) i7-9750H CPU @ 2.60GHz» pasen ~26.6 MH/s?,
B pe3sysibrarte, pasnuija mexzay rporeccopamu onpegensercs 1050 / 26.6 = 39.5 eguHuLaMu, 4TO
pPaBHOCWIBHO cooTHoLeHuto 475.2 CPU k 475.2 / 39.5 ~ 12 GPU npu peruenuu PoW 3aauu.

19 (100[mbut/c] / 8[6ur] = 12.5[Mub/c]) / ((8[Kubl/5[c] = 1.6[Kub/c]) / 1024[6aiit] =
0.0015625[Mub/c]) ~ 8000 y3/10B, reHepUpYIOIIMX KAkl 1o 1.6Kub/c.

20 (8[Kub]/0.254[mc]) — (1.6[KuB]/0.0508[mc]), 0.0508[mc] x 8000[nakeTos ro 1.6KuB] = 406.4mc
~ (0.4c.

21 (8[Kub]/1.98[c]) — (1.6[Kub]/0.396[c]), 0.396[c] x 8000[makeToB o 1.6Kub] = 3168c = 52.8m.
22 «8x Nvidia GTX 1080 Hashcat Benchmarks»:
https://gist.github.com/epixoip/a83d38f412b4737e99bbef804a270c40.

23 TIpu ucnonb3oBanuu 15% MOIHOCTEH Tpoljeccopa, XempeiT sbuncienuss SHA-384 cocraisiet
~4 MH/s. ITpu 100% Harpy3ke xempeit Oyzet rosbiiieH B 6.(6) pa3, uto cocraBuT yke 26.6 MH/s.
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6. 3ak/sTIOUeHHe

B xome pabotsl Ob10 pa3obpaHo (GyHKIMOHMpOBaHWe aHOHMMHON ceTr Hidden Lake Ha
OCHOBe eé MaTeMaTUUeCKHUX MOoZesiel, C AaJbHeNIlIM yKa3aHueM MPeuMYyLeCcTB U OrpaHUUeHUH,
cnenyromux w3 QB-3amaun. Boimu nprBefieHbl OCHOBHBIE CEPBUCHI CETH, a TaKKe UX CeTeBble
B3aUMO/IeMCTBUS APYT C JPYTOM B IapaiirMe MUKPOCEPBUCHOM apXUTeKTyphl. Bbul omnucaH cTek
npotokojoB GP/12, mMO3BOJSAIOIMIMA CeTIM C TeOpeTUYeCKH [0Ka3yeMOM aHOHUMHOCTBEO
CTaHOBUTBLCS aOCTpaKTHBIMU. BbUIN Mpe/iCTaB/IeHbl KPUTEPUN BBIOOPA a/IrOPUTMOB IM(POBaHUS,
MOATMCaHUs, XeIIMPOBaHMUs, WX TlapaMeTPOB M HACTPOEK B MOMEHTBHI TMPOEKTHUPOBAHUS U
peanM3alyy CeTH.

6.1. IlpukagHOe IpMMeHeHue

AnonumHas ceth Hidden Lake, obsasast BceM BBIIIEOTIMCAHHBIM PSZIOM TIPEUMYIIIECTB U
HeJJ0CTaTKOB, BbICTpPauMBaeT Tapasule/ibHbIM 00pa3oM Takke W T'PaHULIBI CBOErO IPHK/IAJHOTO
ucrosb3oBaHus. B otmmume ot cereit Tor m I2P, obnacTe mpriMeHeHHs] KOTOPBIX [JOCTaTOUHO
oOLIMpHa, KaK 3a CUéT OTCYTCTBUS CBSI3HOCTH abOOHEHTOB KOMMYHHUKALUM, TaK M 3a CYET
TIOHW)KeHHOW Mogenu yrpo3 (oTcyTcTtBue riobaneHOro Habsozatesns), cetb Hidden Lake
HarpoTHB, CU/ILHO OrpaHUueHa B Criocobax UCIo/b30BaHMs, T.K. HU3Kasi MPOIyCKHast CIOCOOHOCTh
KaHasa CBsi3u (Tepuo/ibl reHepalvy) 1 npobeMa mMaciuTabupyeMocTy (ciierasi MapIipyTHA3aLys)
He T1103BO/IsitIOT HL  CTAaHOBUTBLCS TMOMCTHHE MOHOJMTHON cucTeMoM. BcieacTBue 3Toro,
eJMHCTBEHHBIM CIIOCOOOM paCIIMpeHUs CeTH CTaHOBUTCS TOPU30HTA/IbHOE MaclTabupoBaHUe 3a
CUéT COo3/,aHusI MHOXKeCTBa 000C0o0/IeHHBIX /IPYT OT ApyTra rnozcereii. HecMOTpsi Ha Bce He/JOCTaTKHY,
OrpaHdYeHust ¥ HeYJ00CTBa MCII0/IH30BaHUS B KOHKPeTHbIX cuTyauusx, cetb Hidden Lake Bcé ke
00/1a/1aeT MOTeHLMA/TBHBIM CIIFICKOM T10J1e3HBIX MCIO/Ib30BaHUMI:

1. 3amura nOKanbHBIX ceTell OT pocymrBaHust. [Ipobiema MactabupyeMocTy Hanbosee
OCTpO TIposiB/isieT cebs B T/I00aIbHBIX CEeTSIX U HaUMeHee OIyTUMO B JIOKa/TbHBIX. 3a CUET 3TOTO, a
TaK)K€ 3a CYET OTCYTCTBHs Kakoh-Mb0 MoHoimTHOCTH, ceTh Hidden Lake MoxkeT serko
3aMycKaTbCsl U TIPUMEHSITbCS B MasbiX KOMMYHMKAlIMOHHBIX cHcTeMaX. B cBowo ouepefp,
BePOSITHOCTh MPUCYTCTBUS r106a1bHOTO Hab/MoiaTe sl B JIOKAAbHBIX CETSIX HeCpPaBHEHHO BhILLe,
yeM B I7100a/IbHBIX, @ TIOTOMY BO3MOKHOCTh @aHOHMMHOMW CeTH TIPOTUBOZENCTBOBATh I100aIbHBIM
HabJ/TF0/IeHUsIM CTAaHOBUTCST OHUM M3 Ba)KHBIX YCIOBUM,

2. 3aiyTa BOEHHBIX CceTeill OT MPOC/IyIIMBAaHUsA. AOCTPAaKTHBIN XapaKTep aHOHUMHOM CeTH
Hidden Lake mno3Bossier aganTUpoBaThbCsl T0J, KOHKPeTHble KOMMYHMKAI[MOHHBIE YCJIOBUSI
nepefaur WHGoOpMaIluu. B cBoro ouepen, TpaBWIbHOe BbhIcTpawBaHHe friend-to-friend cBszeit
(Harpumep, vepapxuuecKasi CTPYKTypa) M03BoJisieT CHU3UTb PUCKY KOMITPOMeTaluu UH(pOpMaLuu
MeX/ly HeCKOJIbKUMU y4aCTHUKAMU CeTh. AHOHMMU3aLys TpadrKa Mo3BoJIsieT CKPBITh peasbHYH0
aKTUBHOCTh U JIEMCTBYIOIIYIO CTPYKTYpPy CBsi3u eé aboHeHTOB. CyIlleCTBOBaHME KOHKDETHBIX
TIepUO/IOB TeHepal[ii U 3HaHHWEe TOYHOTO KOJIMYeCTBa y3/I0B B CETH IMO3BOJIsieT u3bexaTth DoS u
DDoS araku, eciv OT/ie/IbHast 4aCTb CUCTEMbI O/IHAXK/bI HAUHET reHepupoBaTh Tpaduka Oosbiile,
yeM OBL/IO 3a/1aHO OTPAaHUYMBAIOIIEN KOHCTAHTOM,

3. ®opmMurpoBaHMe TailiHbIX KaHanoB cBsisu. Azjantepsl B cetd Hidden Lake mosBosisitoT He

TOMBKO TIPUCTIOCA0/IMBATLCSI K KOHKPETHBIM CeTeBbIM TPOTOKO/IaM, HO TakKe W BCTPavBaTh
(B)KMB/SATb) aHOHMMU3UDYIOIIMK TpauK B y)Ke CYILeCTBYIOLMe LIeHTPaJ1u30BaHHbIe W/WUIU
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JlelleHTpa/IM30BaHHble CUCTeMbl. 3a CUET yBeIMUeHMs] HaK/laJHbIX PacxO/l0B B JMLe Y/ IUHEHUS
IIepUO/IOB TeHepally, YMEHbIIeHWsT 4acTOThl IPOITyCKHOIO KaHajaa CBSI3H, [ONOJHUTE/LHOrO
NpUMeHeHHUst KpUNTorpapuueckux UM CTeraHorpaguueckux NpUMHUTUBOB, FTeHepUpyeMblid Tpa(uk
MOYKeT CKPBIBaThCsI He TOJIKO OT BHEIIIHMX CTOPOHHMX HabJ/ro/iaTesieid, HO U OT CaMOi CHCTEMBI.

[laHHBIM CITUCOK T0JIe3HbIX TMPUKJIAZHBIX MCIO/Ib30BaHUM He SIB/ISETCS UCUYepITbIBAIOLIUM,
T.K. OH TIpeZICTaB/isieT coO0i TO/IBKO Te ciydar B KoTopbix Hidden Lake HaxoquTCsi B BBIMTPBILIHOM
TIO3UL[MA B CPAaBHEHUM C OOJIBIIMHCTBOM JIPDYTHX TIPe/ICTaBUTe/Iel aHOHUMHBIX cucteM. [ToMumo
TAaKOTO CIMCKA CYILECTBYIOT Takke Tepecekaromuecss obmactu. Tak Hampumep, Hidden Lake
BIIOJTHE KOPPEKTHO MOXKeT MCIIO0/Ib30BaThCs /IS BBITIO/IHEHUsI OMpe/ie/IEHHO 3alaHHBIX GYHKLWN 1
aJICOPUTMOB B I7100a/bHOM CeTH, TaKWX KaK yAaJéHHbIM JI0CTYT, IPOCMOTP CAalTOB, OTIIPAB/IeHHUE
coob1eHni, 0bMeH ¢aitiamy U T.7. OrpaHryeHreM B JaHHOM CJlyuae SIB/ISIeTCS JIUIIb KOJIMUeCTBO
y4YaCTHUKOB B CeTH, U3-3a CylleCTBYIOLIel pobsieMbl MacIiTabupyeMoCTH, U ITOTOYHas CBsI3b, U3-
3a Mepuo/i0B reHepalyy MUQPPTEKCTOB.

Mogens yrpo3 cetu Hidden Lake cTpouTcss Takum o6pa3om, uTo Hab/oaTe/isIMA MOTYT
OBITh TOMBKO BHEIIHKE U BHYTPEeHHHE 3/I0yMBIIIIEHHUKH, HO He Ipy3bsl — T.e. HeloCpe/[CTBeHHbIe
abOHeHTbl KOMMYHHUKAalL[MM. V3-3a 3TOr0 YCIOXKHSIETCS M OTPaHUUMBAETCS psifi TIPUKIaZHBIX
VICTI0/Ib30BaHUM B KOTOPBIX aOOHEHThl KOMMYHMKALIMH JIO/DKHBI OCTaBaThCs aHOHMMaMH JIpyT K
apyry. Ucrionp30BaHre peTpaHC/ISTOPOB / MapIIPyTU3aTOPOB, B COBOKYITHOCTH C KaHaIbHBIM WA
MHO)KeCTBEHHBIM IHM(POBAHKEM, T[I03BO/SAET YCAOKHUTb aHA/JM3 CeTeBbIX KOMMYHHUKALH,
pasrpaHMuMBasi CBsi3b aDOHEHTOB Jpyr K Apyry. Ho fgaHHBIA mofxon He pellaeT mpobsiemy
OCHOBATe/IbHO, T.K. B KOOTepaliy C MacCHBHBIM WM aKTUBHBIM I7100a/7bHBIM Hab/rosaTeneM (B
3aBUCUMOCTH OT TIpeJIIPUHAMaeMbIX Mep) OJWH U3 aDOHEHTOB KOMMYHUKAL[UM BCE >Ke HUMeeT
BO3MOJKHOCTh /IeAHOHUMH3UPOBaTh>* CBOETo CoDeceHUKa.
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